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Abstract Automatic Link Establishment (ALE) is crucial in channel assign-

ment and data exchange in HF radio networks. The time of link establishment

and its quality are two main concerns in this criterion establishment. In jam-

ming environments, the quality of the channels is seriously influenced by the

jammer signals. Frequency Hopping (FH) approaches supports communica-

tion links to overcome the jamming impairments, and the traditional ALE

algorithm can be made more stable by using this approach. This paper has

developed ALE algorithms to automatically establish links to handle differ-

ent jamming scenarios and establish robust links to exchange data with the

proposed FH-ALE system. Besides, in the proposed algorithm, we have con-

sidered the time of link establishment to be almost identical to the current
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ALE scenario. Hence, in the normal channel condition, the throughput value

is approximately identical in proposed and traditional cases. The simulation

results represent the superiority of the proposed FH-ALE approach in jamming

environments.

Keywords Automatic Link Establishment · Frequency Hopping · Jamming

Scenarios · Throughput
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1 Introduction

In tactical communications, frequency hopping (FH) capability is exploited

for robust communication links against intentional and unintentional inter-

ferences. Moreover, Automatic Link Establishment (ALE) is employed to set

up an excellent quality link in the High Frequency (HF) regime and provide

the networking ability efficiently and quickly. Hence, by combining these two

techniques, one can establish an ALE network in an HF channel that is highly

robust in data traffic and signaling control.

So far, the second, third, and fourth generations of ALE have been intro-

duced. Second generation ALE (2G-ALE) is demonstrated in the MIL-STD-

188-141A [1], MIL-STD-188-141B [2]. In this generation, the general reference

time is not present. All the idle nodes search all the frequencies in the pre-

set list asynchronously to detect the transmission request. The transmission

period is based on the complete search cycle of the receivers. The destination

node will answer the request whenever it received the scanning call. Then,
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the data link is established so two nodes can communicate using data pro-

tocols such as 2G-ALE. The crucial drawbacks of the 2G ALE are its time-

consuming process, and nonrobustness of the link establishment [3]. Accord-

ingly, third-generation ALE (3G-ALE) was represented in MIL-STD-188-141C

and STANAG4538 [4],[5] to cover these drawbacks. In 3G-ALE, all the nodes

in the network have a general reference time. Hence, the preset frequencies

are searched synchronously. Since all destinations listen to the preset frequen-

cies simultaneously, the receiver would not wait for a complete search cycle.

Moreover, in 3G-ALE, the link establishment is designed for the poor channel

scenarios[6]. Furthermore, the fourth generation ALE (4G-ALE) is introduced

in MIL-STD-188-141D, [7] in which the data rate is increased, and the link is

established rapidly. All these approaches are for the fixed frequency case, and

they will be attacked by the preset frequency list jamming.

Due to the vulnerability of different generations of ALE to the jamming,

we can transmit the protocol data units (PDUs) in ALE by the FH technique

to prevent interference. If the previously announced standards of HF are uti-

lized, fixed frequency channels are substituted by the frequency sets in ALE.

We can meet the goal by two different approaches in ALE. In the first ap-

proach, the link is established between all the network resources using a fixed

frequency channel, and then data is transmitted by the FH links [2]. This

approach is called Link Before Hopping (LBH). In the second approach, the

establishment of the data links is based on the FH technique, and then the

data are transmitted using the HF links [2]. This is called Link While Hopping

(LWH).

Frequency hopping methods has traditionally been used to establish jamming-

resistant communication. Various standards and articles have used this method,

Including STANAG 4444 [8] which is the NATO technical standard for slow

hop HF electronic protection measures(EPM) communication system. In [8],

a communication system with frequency hopping capability in the HF channel

is expressed. The procedure involves two distinct waveforms called Enhanced

Equalizer Waveform (EEWF) and Direct SequenceWaveform (DSWF). EEWF
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provides more data rates than DSWF in appropriate channel status, while the

DSWF is utilized to establish robust communication in uneven channel status

by frequency hopping communication links [8]. There are various approaches

for the receiving process of FH signals. Concisely, in [9] three different crite-

ria are demonstrated based on the hard decision, soft decision, and RAKE

detection. The link establishment in [8] is a full-duplex and is compromised

beforehand between transmitter and receiver. While in the proposed method

in our work, the communication link is established automatically.

Regarding usual FH systems expressed in [8], the frequency set is constant

in various channel conditions. Due to the high probability of interfering in the

communication, it is possible to disconnect in the event of interference. Adap-

tive frequency hopping (AFH) systems are introduced where communication

techniques are utilized to improve frequency hopping systems’ performance.

For instance, the receiver sends the channel estimation data to the transmit-

ter, and the transmitter changes the hop set according to the current chan-

nel condition. In [10], AFH is considered as the communications technique in

the point-to-point wireless communication approach. Although channel con-

ditions are estimated in AFH-based systems, communication between trans-

mitter and receiver is not automated. However, the proposed method in this

article is based on automated transmission. Also, recently, machine learning

and cognitive approaches are exploited in FH to select the optimal channel set,

which yields performance improvement encountering intentional interferences

[11],[12],[13].

This paper has demonstrated a Frequency Hopping Automatic Link Estab-

lishment (FH-ALE) approach to overcome the drawbacks of traditional ALE

algorithm. While the timing is not increased significantly and in poor channel

conditions, it is possible to establish the link automatically. Furthermore, the

proposed criterion is robust in poor channel scenarios. There are three main

contributions which are listed as follows:



6 Masoud Khodaverdizadeh Afrooz Haghbin Farbod Razzazi

– Because the automatic link establishment algorithms presented in the cur-

rent articles and standards do not work well in the presence of intentional

and unintentional interferences, In this paper, a new automatic link es-

tablishment algorithm based on frequency hopping methods is presented,

which increases the efficiency of the system in weak channel conditions.

– Usually, in FH-based systems, the throughput decreases due to the increase

of link establishment time. In the proposed approach, the automatic link

establishment time does not increase compared to the traditional mode,

and in normal channel conditions, it can be reduced this time.

– Mathematical model of the proposed method is assumed to be a two-way

module using the markov chain. The appropriate method is selected to

increase the throughput with this model.

The remainder of the paper is organized as follows: In section 2, the System

model of the proposed FH-ALE system is explained. Then the Mathematical

Model for the FH-ALE Protocol is demonstrated in section 3. The simulation

results and concluding remarks are represented in sections 4 and 5, respec-

tively.

2 System Model of Proposed FH-ALE Protocol

In the traditional ALE, a list of frequencies is selected as a sweep list. The

transceiver will assess each channel quality by transmitting and receiving Burst

Waveform(BW) [5]. At last, one of the channels will be selected for commu-

nication according to the origin’s request. In the proposed FH-ALE system,

instead of a fixed frequencies list, there is a hop sets list that finally a suitable

hop set is selected. Optimal hop set selection is based on the stored data in

the LQA table. This data, which are the same values like the quality of the

frequency channels, can be determined in the sounding phase by measuring

the sent packets’ quality or measuring the quality of the received PDUs dur-

ing link establishment or data traffic. Sounding is the regular broadcasting of

the specific signal sent from one node to another, making it possible to assess
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Fig. 1 Dividing channels in proposed FH-ALE system

the quality of the communication between these nodes. Details of sending the

sounding signal and the optimal time intervals required to send it to update

the LQA table values are given in MIL-STD-187-721D [14]. In the sounding

phase, the recalling node transmits the hopping pattern in each sounding in-

terval for the LQA table filling, using received SNRs in the receiver nodes.

However, the LQA table can be initialized according to environmental condi-

tions and geographical location between different nodes, using tools such as

AREPS or VOACAP, and its details are discussed in [15],[16],[17],[18].

After filling the LQA table, the best channels with suitable conditions for

transmitting data are selected, and the frequency hopping link is established.

For channels quality assessment, the system bandwidth is divided into n hop-

ping intervals. As illustrated in Fig. 1, in each frequency interval, m hopping

channels are assumed. Selected channels can be distributed equally spaced in

the frequency intervals and identically in all the communication nodes.

A particular pattern in each frequency interval is utilized in the rest of the

paper, dedicated to the transmitter and the receiver before the transmission.

For example, the determined pattern, in the kth interval with central frequency

Fck, is demonstrated by black boxes in Fig. 2. The channels set Ck is defined
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Fig. 2 A sample pattern for transmitting cluster waveform in the kth frequency interval

as

Ck = {ck1, ck2, . . . , ckm}. (1)

The assumed pattern includes all the frequencies in the set CK , which

is defined by a pseudo-random sequence generated using a Linear Feedback

Shift Register (LFSR). The initial condition of the LFSRs in all the nodes are

identical for synchronous order generation [19]. These patterns are determined

in each frequency interval for link establishment and evaluation of the quality

of the communication. The initial condition of the LFSR could be different in

each interval.

In the traditional generations of ALE, a score is dedicated to each channel,

and then the channel with maximum point is selected for link establishment

[4],[20]. In the proposed frequency hopping scenario, a pattern with a maxi-

mum point can be selected. So, first, the channels with unacceptable conditions

are omitted from the hopping list. Consequently, the new set is generated as

C ′

k = {c′k1, c
′

k2, . . . , c
′

kq} (2)

where q ≤ m, and C ′

k is the set of remained appropriate channel in the kth

interval. All the n intervals are evaluated, and their appropriate channels are
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determined. Finally, using the LQA table results, the frequency interval with

the maximum number of appropriate channels is selected for communications.

Then, a unique pattern is compromised between the transmitter and the re-

ceiver for data transmission. This pattern includes the channels with satisfac-

tory conditions in which an LFSR dictates the channel frequency sequence.

According to the asynchronous fixed frequency ALE model defined in [5],

the traditional ALE process can be described by five states, channel listening,

scanning call, response, acknowledgment, and data transmission. These five

states provide a three-way automatic link establishment[21]. After selecting

the appropriate frequency channel, the transmitter sends the scanning call

signal sequentially equal to the scan list frequencies. The receiver is sweeping

this list of frequencies to detect the transmitted scanning call signal. Then,

the transmitter waits for a response from the receiver, and if it receives a

response signal, it sends the acknowledgment signal, and finally, the link is

established. A suitable frequency interval is selected to show the FH link in

the asynchronous FH-ALE system instead of sending BW consecutively at a

fixed frequency channel. The scanning call signal is sent sequentially with a

specific pattern. The receiver also sweeps the various intervals to detect the

scanning call signal and responds to the transmitter to establish the hopping

link. The flowchart of the automatic link establishment operation in the fre-

quency hopping mode is shown in Fig. 3.

As a result of the proposed system, two-way handshaking will be done for

the link establishment. First, the transmitter listens before transmit (LBT)

and assesses the probability of occupancy of each channel. Subsequently, the

scanning call (SC) signal will be transmitted to the receiver. Then, the trans-

mitter waits for the receiver’s answer in Listen for Response (LFR) time in-

terval. The receiver will investigate the occupancy status of the channels and

notify the transmitter. If all the channels’ occupancy status is appropriate in

the two-way handshaking process, the ALE control signal will be exchanged,

and the hopping link will be established. This process is depicted in Fig. 4. In

the occupancy determination stage, either in the transmitter or in the receiver,
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Fig. 3 Traffic establishment in the asynchronous proposed FH-ALE system, A- caller node,

B- called node

the subsequent channels will be processed in each channel is occupied. Some

limitations will be discussed in the following sections to select an interval.

The probability of ith frequency occupancy in the transmitter is denoted

by δiTX , which shows the probability that received signal strength indication

(RSSI) in the corresponding channel is more than the predefined threshold.

i.e.,

δiTX = P (RSSIiTX > RSSITh) (3)

where RSSITh represents the threshold RSSI for determining the occupancy of

the channel and RSSIiTX is the received RSSI in the ith channel. If the channel

conditions on the transmitter node are suitable for link establishment, these

conditions are also checked on the receiver node. In the receiver, the occupancy

probability is determined by comparing the corresponding channel SNR to a

threshold value. Moreover, the occupancy probability can be formulated as

δiRX = P (SNRi
RX < SNRTh) (4)
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Fig. 4 TX and RX condition assessment for proposed FH automatic link establishment

where δiRX and SNRi
RX denote the occupancy probability and the receiving

ith channel SNR respectively. SNRTh is the threshold SNR value. Hence, if

the selected interval is not occupied both in transmitter and receiver, the data

link will be established.

3 Mathematical Model for the Proposed FH-ALE Protocol

According to the proposed FH-ALE protocol, the considered frequency inter-

val is divided into n hopping interval. Each is partitioned into a m hopping

channel. It is assumed that i is the appropriate interval index for establish-

ing the frequency hopping link and is obtained using the results of the LQA

table. In the listening period, the occupancy condition of m channels in the

ith interval is evaluated. The channel occupancy probability is measured by

δ
i,k
TX where i, k represents the kth channel in the ith interval. Subsequently, the
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Fig. 5 Discrete time markov chain of the proposed FH automatic link establishment

received channel status will be evaluated and denoted by δ
i,k
RX in the receiver

side by scanning call transmission. We have modeled the link establishment

process by a Markov chain shown in Fig. 8. It is shown that the throughput of

an ALE-based system is increased by decreasing the time of link establishment

[21]. Consequently, the proposed approach in this paper is evaluated by time

consumption in link establishment. According to the proposed link establish-

ment, a two-way handshake is utilized for solidification, which involves the

following four states of the Markov chain.

In state S1, which is called listen before transmit (LBT), the recalling

node selects the ith interval according to the LQA table. Here, m channels

are evaluated to determine the occupancy status in listening time (TLBT ).

The selected interval will be omitted from the proper channel list if at least

d channels from m channels are detected to be occupied. Hence, having lower

than d occupied channels will activate the second state called Scanning Call

(SC). If we denote the probability of transition from S1 to S2 as p12 = 1−PTX ,

then PTX can be modeled as

PTX =
d−1
∑

k=1





(

m

k

)





∏

j∈J

δ
j
TX









∏

j∈J̄

(1− δ
j
TX)







 (5)

where the δ
j
TX is the occupancy probability for jth channel in the trans-

mitting side. J is a subset of Jm = 1, 2, . . . ,m and J̄ is its complement. The

occupancy probability of the selected interval is p11 = PTX . In S2, the SC has
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transmitted to the receiver, then the current state changes to the S3. So p23

is equal to 1. In S3, which is called Listen for Response (LFR), the occupancy

status of the channel is evaluated. As mentioned above, if at least d channels of

m channels have lower SNRs than the referenced SNR (SNRTh), the selected

interval is disqualified in the receiver, then the current state changes to S1

to evaluate next interval. Otherwise, the current state changes to state S4.

Let p34 = 1 − PRX denote the probability of transition from S3 to S4, then

p31 = PRX can be modeled as

PRX =

d−1
∑

k=1





(

m

k

)





∏

j∈J

δ
j
RX









∏

j∈J̄

(1− δ
j
RX)







 (6)

Ultimately, the system transits to the last state called data transmission

denoted by S4 and remains in this state until the end of data transmission;

in other words, p44 = 1. There are two cases which can cause the link failure.

The first case is that the system in state S1 has the failure time TF1, which is

formulated as

TF1 = TLBT =
m
∑

k=0

T k
LBT (7)

where T k
LBT is the listening time of kth channel in the selected interval. The

probability of link failure is

PF1 = p11 = PTX . (8)

The second case is that the system in state S3 has the failure time TF2, can

be modeled as

TF2 = TLBT + TSC + TLFR (9)

where TSC is the required time to send SC, and waiting time (TLFR) is the

required time for LFR. The probability of link failure in the second case is

calculated as

PF2 = p12p23p31 = (1− PTX)PRX (10)

If the hopping frequencies between transmitter and receiver are not occupied,

the link will be established. The probability of successful link establishment is
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represented as

PS = p12p12p34 = (1− PTX)(1− PRX) (11)

Consequently, the time of link establishment is denoted by

T l
S = TLBT + TSC + TLFR + TALE (12)

where TALE is the required time for transmitting various BWs. If in the

ith interval the link is established while the previous i − 1 intervals where

unsuccessful, the establishment time is denoted by Eq. 13 where T i
s is the

average time of link establishment.

T i
s =

i−1
∑

k=1

(

i− 1

k

)

(PF1)
k(PF2)

i−1−k

(kTF1 + (i− 1− k)TF2 + T l
s)

=

i−1
∑

k=1

(

i− 1

k

)

(PTX)k(1− PTXPRX)(i−1−k)(kTLBT +

(i− 1− k)(TLBT + TSC + TLFR) + Tsuc) (13)

We know that by reducing the time of link establishment, the throughput

is increased[21], and according to the Eq.(13), reducing the link establishment

time depends on reducing the TLBT and TLFR. Considering Eq.(7), total lis-

tening time( TLBT ) is equal to the summation of m channels listening time,

and so is m times greater than that of the fixed frequency ALE system’s lis-

tening time. In 4G-ALE, a method similar to the suggested method in this

work is used, which is called ’Staring.’ Staring in [24] is introduced as a new

approach for the link establishment in wideband systems in which all the avail-

able frequencies are identically processed. This approach will ensure instant

link establishment [25],[26].

To reduce link establishment time, we have proposed to utilize a channel-

izer to evaluate all the channels simultaneously. Thus, the listening time to

all the channels will be equal to the listening time of one channel in a fixed

frequency case. The proposed channelizer is based on the methods used in

[22],[23]. Besides, after listening, calling, and recalling states, the channelizer
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decreases their corresponding time related to outage time. Using existing pro-

cessors, it is possible to hardware implementation of intended channelizer, and

various articles, including [27],[28], have addressed this issue.

4 Simulation and Numerical Results

In this section, the simulation results are demonstrated to assess the perfor-

mance of the proposed approach. The simulation is performed in traditional

ALE[6],[21] and our proposed FH-ALE case. The payload bits are convolu-

tionally encoded, block interleaved, and then mapped using Walsh sequences.

The Walsh coded bits are modulated by 8-Phase Shift Keying (8-PSK) and

hopped according to the selected hop set. The simulation parameters are listed

in Table 1. According to [2] minimum required SNRs guaranteeing 25%, 50%,

and 95% of link success probability −10, −9, and −7 dB, respectively for fixed

frequency (Appendix C) and are −7, −6, and −4 dB, respectively for fre-

quency hopping systems(Appendix F). Finally, 1000 number of 26-bit packets

are transmitted in different SNR values. The performance metric is the linking

probability that according to the Packet Error Rate (PER) as follows:

Plink = (1− PER)2 (14)

The time of link establishment in both traditional fixed frequency ALE

and proposed frequency hopping ALE systems are represented in Table 2. As

demonstrated, the consuming time is almost equal for both systems. Hence, the

throughput is practically identical in both systems. The results of the table2

are extracted from averaging on 1000 runs in MATLAB software without any

jamming and interference in a PC with Core i7-4500U CPU @ 1.80 GHz 2.40

GHz processor and 4.00GB RAM.

4.1 The performance comparison in normal channel condition

The performance of the proposed approach is compared to that of the tradi-

tional link establishment via simulations. As mentioned above, the probability
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Table 1 Simulation Parameters

Parameters Values

Payload length 26 bits

Convolutional coding rate 1/2

Interleaver 4× 13 block

Walsh sequence length 64

Modulation 8-PSK

Carrier frequency 1.8 KHz

Symbol rate 2.4 Ksps

Pulse shaping delay 5

Roll-off factor 0.2

Number of channels 128

Hopping set length 64

Table 2 Time consumption in the receiver of traditional ALE and proposed FH-ALE sys-

tems

Time of traditional ALE system[6] Time of proposed FH-ALE system

1.27 (Sec) 1.36 (Sec)

of link establishment is denoted as the main performance metric in different

SNRs. As depicted in Fig. 6, the performance of both approaches is approxi-

mately the same. It represents that the link establishment probability is not

influenced by the hopping essence of the proposed system as expected because,

according to the results shown in Fig. 6, the probability of link establishment

in different SNRs is less than 0.05 dB. In the following part, the impact of

jamming is deduced on the performance of the proposed approach.

4.2 The performance comparison in different jamming scenarios

In this part, different jamming scenarios are considered to evaluate the perfor-

mance of the proposed approach [29]. The jamming scenarios are partial band

jammer, follower jammer, and smart multi-tone jammer. Partial band jammer

interferes on the 16 middle hops out of 128 hops. A follower jammer is applied

to the previously transmitted signal frequency. Smart multi-tone jammer is
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Fig. 6 The performance comparison of the proposed FH-ALE approach and the traditional

ALE system[6] encountering various jamming environment

aware of the hopping set and interferes 16 hops in the middle of known hop

set. Besides, in the fixed frequency case in the presence of jammer, one of the

frequencies in the hop set is selected randomly for transmission.

Also, in Fig. 6 the proposed FH-ALE system performance is compared to

that of the traditional ALE system in the presence of the partial band, fol-

lower, and smart multi-tone jammers. As expected, in the presence of a partial

band jammer, the proposed FH-ALE system performance gain compared to

the traditional system is evident. For example, considering Plink = 95%, the

performance gain of exploiting FH-ALE system is almost 0.9 dB. Further-

more, in the case of follower jammer, utilizing proposed system results in an

almost 2.5 dB performance gain for Plink = 95%. Besides, proposed system

performance gain is limited in smart multi-tone jammer case about 0.6 dB for

Plink = 95%, referring.

4.3 The throughput comparison

Since by reducing the probability of link establishment, the data transmission

time is affected and reduced. So in different interference situations, the value

of the proposed system throughput is compared and evaluated with the tradi-
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Fig. 7 The throughput comparison of the proposed FH-ALE approach and the traditional

ALE system[6] encountering various jamming environment

tional system. The comparison between the proposed and traditional systems

in different conditions, including the absence of jammer and the presence of

other jammers, is shown in Fig. 7.

The results obtained for throughput show that in the absence of jamming

and with the presence of a sweeper jammer, the proposed system will have

almost the same performance as the traditional system. Also, in the presence

of the partial band, follower, and smart multi-tone jammers, the throughput

value in the proposed system increases compared to that of the traditional

system, and the efficiency of the proposed system increases to about 1 dB to

4 dB.

5 Conclusion

This paper represented an FH-based ALE algorithm that is robust in HF

network and jamming environments. Three different jamming scenarios are

considered in the simulations, including partial-band jammer, smart multi-

tone jammer, and follower jammer. Due to the use of a channelizer in the

Suggested system receiver, the time of the proposed FH-ALE approach is

approximately identical to the traditional ALE system, and the throughput
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not only does not decrease but also increases in terms of interference. The

simulation results represented the proposed FH-ALE approach’s superiority

over the traditional ALE criterion in jamming scenarios.
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