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Abstract Modular exponentiation is fundamental in computer arithmetic and is widely

applied in cryptography such as ElGamal cryptography, Diffie-Hellman key exchange

protocol, and RSA cryptography. Implementation of modular exponentiation in residue

number system leads to high parallelism in computation, and has been applied in

many hardware architectures. While most RNS based architectures utilizes RNS Mont-

gomery algorithm with two residue number systems, the recent modular multiplica-

tion algorithm with sum-residues performs modular reduction in only one residue

number system with about the same parallelism. In this work, it is shown that high-

performance modular exponentiation and RSA cryptography can be implemented in

RNS. Both the algorithm and architecture are improved to achieve high performance

with extra area overheads, where a 1024-bit modular exponentiation can be com-

pleted in 0.567 ms in Xilinx XC6VLX195t-3 platform, costing 26,489 slices, 87,357

LUTs, 363 dedicated multipilers of 18×18 bits, and 65 Block RAMs.

Keywords Residue number system · Modular exponentiation · Chinese remainder

theorem · RSA

1 Introduction

Modular exponentiation is fundamental in RSA cryptography [16], and it is so com-

plex that it usually needs hardware acceleration for usages as public key cryptog-

raphy. In fact, the implementation of cryptography has becomes special VLSI ar-

chitectures with computer arithmetic. Since residue number system (RNS) performs

additions and multiplications in parallel by a tuple of residues [12,18], it becomes an

important approach to perform long-precision modular multiplications. RNS modular
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multiplications can be carried out by Montgomery algorithm [1–3, 8, 13, 17], which

uses an extra RNS to extend the range and set the dynamic range of one RNS as the

modulus M.

Besides, there are also other Montgomery modular multipliers with parallelism.

A carry-save-addition based hardware architecture is used in [9,10] to carry out con-

tinuous modular exponentiation, while quotient-pipelined high-radix scalable Mont-

gomery modular multipliers can also be used for it [6,24]. The radix-4 scalable Mont-

gomery modular multipliers can also be utilized for modular exponentiation with

small area overheads [5, 23].

Also, as is described in [14], it is able to perform modular multiplications without

Montgomery algorithm in RNS, and this work just applies the algorithm to imple-

ment modular exponentiation and RSA cryptography. The contributions of this paper

includes:

– Apply the original RNS modular multiplication in [14] for modular exponentia-

tion and improve it by precomputation.

– Develop computer arithmetic by special moduli for RNS.

– Hardware implementation of modular exponentiation and RSA cryptography in

RNS.

Especially, the RNS keys for RSA cryptography can be computed in the hardware

unit.

The remaining parts of this paper is organized as follows. Sect. 2 introduces the

modular multiplication algorithm on RNS and our improvement for modular expo-

nentiation. Sect. 3 shows the modular multiplier architecture for RNS modular mul-

tiplications. The RNS modular exponentiation and CRT-RSA is discussed in Sect. 4.

Sect. 5 shows the hardware implementation results and the comparison with other

results in the literature. Finally, the last section concludes this paper.

2 Sum-Residue Reduction for Modular Multiplication

While modular reduction can be performed with Montgomery algorithm, it can also

be implemented with classic modular multiplication [1]. A direct method for modular

reduction in RNS is shown in Algorithm 1 [14].

In the above algorithm, the improved Chinese Remainder Theorem (CRT) [17]

and Kawamura et al.’s approximation method [8, 13] are used. The critical point lies

at representing the coefficients of CRT by residues, and therefore simplifying the

computation.

By Algorithm 1, the modular exponentiation can be implemented in RNS with

generalized Mersenne numbers m = 2n −2k ±1 as moduli. Besides, it is necessary to

compute C = A ·B mod N as follows:

⇐⇒ C = (c1,c2, . . . ,cd) =
(

|a1 ·b1|m1
, |a2 ·b2|m2

, . . . , |ad ·bd |md

)

.
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Algorithm 1 Modular reduction in RNS by Sum-Residue Reduction [14]

Input: A < d ·2L ·N, |Mi|N
rns
−→ (ti,1, ti,2, . . . , ti,d),

B < d ·2nN, |M|N
rns
−→ (µ1,µ2, . . . ,µd), for i = 1,2, . . . ,d.

Output: Z ≡ A ·B( mod N), Z < d ·2nN.

1: (c1,c2, . . . ,cd) :=
(

|a1 ·b1|m1
, |a2 ·b2|m2

, . . . , |ad ·bd |md

)

;

2: (σ1,σ2, . . . ,σd)
:=
(

|c1 ·M
−1
1 |m1

, |c2 ·M
−1
2 |m2

, . . . , |cd ·M
−1
d |md

)

;

3: for i = 1 to d do

4: (u
(i)
1 ,u

(i)
2 , . . . ,u

(i)
d )

:=
(

∣

∣σ1 · ti,1
∣

∣

m1
,
∣

∣σ2 · ti,2
∣

∣

m2
, . . . ,

∣

∣σd · ti,d
∣

∣

md

)

;

5: end for

6: (z1,z2, . . . ,zd) :=

(

∣

∣

∣

∣

d

∑
i=1

u
(i)
1

∣

∣

∣

∣

m1

,

∣

∣

∣

∣

d

∑
i=1

u
(i)
2

∣

∣

∣

∣

m2

, . . . ,

∣

∣

∣

∣

d

∑
i=1

u
(i)
d

∣

∣

∣

∣

md

)

;

7: α =

⌊

d

∑
i=1

⌊

σi

2L−q

⌋

/2q +∆

⌋

;

8: Z := (z1,z2, . . . ,zd)−α · (µ1,µ2, . . . ,µd).

Application of the improved CRT to the above equation leads to

σi = ci ·
∣

∣M−1
i

∣

∣

mi
mod mi,

C mod N =
d

∑
i=1

ci ·
∣

∣M−1
i

∣

∣

mi
mod mi · |Mi|N −α · |M|N

=
d

∑
i=1

σi · |Mi|N +α · |−M|N . (1)

Representing the CRT by sum of residues as follows: [14]

ti, j =
∣

∣

∣

∣M j

∣

∣

N

∣

∣

mi
, ϕi = ||−M|N |mi

.











c1

c2

...

cd











=
d

∑
j=1

σ j ·











t1, j
t2, j

...

td, j











+α ·











ϕ1

ϕ2

...

ϕd











. (2)

In order to carry out modular exponentiation, it need adjust the original algorithm

so that: C < (d +1)2n ·N.

For the sake of modular exponentiation, it requires the dynamic range of RNS

with M > (d +1)2 ·22nN2.

2.1 Improvement

During the modular exponentiation Ak, there are many modular multiplications with

the integer A in RNS. By precomputing Zi = Ai ·M−1
i mod mi and Ai = A mod mi

for i = 1,2, . . . ,n, the computation of Ak can be accelerated in RNS, as is shown in
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Equ. (3).

A j mod N = A( j−1) ·A mod N

=
d

∑
i=1

A
( j−1)
i ·Ai ·

∣

∣M−1
i

∣

∣

mi
mod mi · |Mi|N −α · |M|N

=
d

∑
i=1

A
( j−1)
i ·Zi mod mi · |Mi|N −α · |M|N . (3)

For modular exponentiation by fixed window method, precomputation of A
γ
i ·M

−1
i mod

mi can be used instead. As far as hardware implementation is concerned, the compu-

tation of A
γ
i ·M

−1
i mod mi can be performed following that of A

γ
i mod mi in pipeline

stages.

The RNS keys k1 = k mod (P−1) and k2 = k mod (Q−1) can be calculated by

Algorithm 1, with the modulus N being replaced by (P−1) and (Q−1).

3 Modular Multiplier Architecture

Karatsuba-Ofman method can be used to build efficient multipliers based on the fol-

lowing expression:

(a1 +a0) · (b1 +b0) = a1 ·b1 +(a1 ·b0 +a0 ·b1)+a0 ·b0. (4)

Suppose there are two 2n-bit multiplications A ·B = (2n ·a1 +a0) · (2
n ·b1 +b0) with

0 ⩽ A < 22n, 0 ⩽ B < 22n, and then substituting Equ. (4) into yields [4, 7, 11]

A ·B = (2n ·a1 +a0) · (2
n ·b1 +b0),

= 22n ·a1 ·b1 +2n · (a1 ·b0 +a0 ·b1)+a0 ·b0,

= 22n ·a1 ·b1

+2n · ((a1 +a0) · (b1 +b0)− (a1 ·b1 +a0 ·b0))+a0 ·b0. (5)

In Equ. (5) there are only three multiplications:

1. a0 ·b0;

2. a1 ·b1;

3. (a1 +a0) · (b1 +b0).

In contrast, direct multiplication of A ·B as usual leads to four multiplications:

1. a0 ·b0;

2. a0 ·b1;

3. a1 ·b0;

4. a1 ·b1.

As a result, Karatsuba-Ofman method decreases the number of O(n)-bit multiplica-

tions or multipliers from 4 to 3.
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Fig. 1 32-bit Karatsuba-Ofman multiplier by embedded multiplier in FPGA with a delay of 3 clock cycles.
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Fig. 2 64-bit Karatsuba-Ofman multiplier delayed by 6 clock cycles based on 32-bit multiplier delayed by

3 clock cycles.

3.1 Moduli Selection for Modular Exponentiation

For 1024-bit modular exponentiation, the RNS moduli set can be chosen by testing

‘CoprimeQ’ in Wolfram Mathematica, as are shown in Tab. 1.

Table 1 Totally 36 RNS moduli for 1024-bit modular exponentiation

264, 264 −1, 264 −22 −1, 264 −24 −1,

264 −25 −1, 264 −26 −1, 264 −28 −1, 264 −210 −1,

264 −211 −1, 264 −216 −1, 264 −219 −1, 264 −223 −1,

264 −226 −1, 264 −228 −1, 264 −229 −1, 264 −231 −1,

264 −22 +1, 264 −24 +1, 264 −26 +1, 264 −28 +1,

264 −210 +1, 264 −212 +1, 264 −216 +1, 264 −218 +1,

264 −220 +1, 264 −222 +1, 264 −224 +1, 264 −228 +1,

264 −230 +1, 261 −1, 259 −1, 253 −1,

247 −1, 243 −1, 241 −1, 237 −1
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Let the dynamic range of the above RNS moduli be [0,M − 1], there is M >
22197 > (n+1)2 ·22n ·N2 ≈ 22186.

Besides, after the modular exponentiation has been completed, the result will fall

between [0,272+1024). So a modular reduction is required to bring this result down

to [0,N −1]. Then, suppose the result X = 2K−tX1 +X0, with X0 < 2K−t , K = 1024,

t = 73, and N = 2K−tN1 +N0, so the quotient q = ⌊X/N⌋ can be approximated by

q1 = ⌊X1/(N1 + 1)⌋, with q− 1 ⩽ q1 ⩽ q [24]. In this way, the final result can be

reduced down to R1 = R0 −q1 ·N ∈ [0,2N).
The modular multipliers are built to perform modular multiplications over special

Moduli in this work. Let T = A ·B = 2n ·TH +TL, then C = T mod P = δTH +TL.

The problem can be divided into two cases [21]. The symbol k is different in this

section.

3.2 Modular Multiplications over 2n −2k −1

When δ = 2k + 1, there is P = 2n − δ = 2n − 2k − 1, T = 2n · TH + TL. Let Th1 =
(tn−1 · · · tn−k+1tn−k)2 < 2k, Th2 = (tn−k−1 · · · t1t0)2 < 2n−k, then TH = 2n−k ·Th1 +Th2.

Thus,

C = T mod P

=
(

(2k +1) ·TH +TL

)

mod P

=
(

(2k +1) · (2n−k ·Th1 +Th2)+TL

)

mod P

=
(

(2n +2n−k)Th1 +(2k +1)Th2 +TL

)

mod P. (6)

Furthermore,

C ≡ (2k +2n−k +1)Th1 +(2k +1)Th2 +TL =C′( mod P). (7)

Obviously, C′ = (2k +2n−k +1)Th1+(2k +1)Th2+TL includes 6 parts, each of which

is less than 2n. For example, 2n−kTh1 < 2n−k ·2k = 2n. Also, 2k < 2n/2 < 2n−k, TL < 2n,

C′
⩽ (2k +2n−k +1)(2k −1)+(2k +1)(2n−k −1)+2n −1

= 3(2n −2k −1)+22k +2k+1

= 3P+22k +2k+1. (8)

Notice that

P = 2n −1−2k

=
n−1

∑
i=0

2i −2k

=
n−1

∑
i=0,i ̸=k

2i, (9)
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and k < n/2, 2k ⩽ n−1.

There are two possibilities: (1) If k = 1, then 22k +2k+1 = 23. Let n > 4, then 22k +
2k+1 < 2n−1 < P.

(2) If 2 ⩽ k ⩽ n−1,

P− (22k +2k+1) =
0⩽i⩽n−1

∑
i ̸=k,k+1,2k

2i > 0. (10)

There is also P > 22k +2k+1.

In general, n >> 4, so that C′ < 3P+P = 4P. Thus C′ ⩾ 0. Finally,

0 ⩽C′ < 4P (11)

In the operations, all the numbers are n+2-bit unsigned integers.

Modular reduction over 2n −2k −1 It can be found that the six parts in Equ. (7) can

be combined into four parts and two additions, as is shown in Fig. 3. The sum C′

can then be reduced modulo P by testing the signs of C′−P, C′− 2P, and C′− 3P.

Generally, the modular reduction can be completed in 3 pipeline stages.

Th Th

n kk

ThTh

Th

TL

Fig. 3 Parts for modular reductions over 2n −2k −1.

3.3 Modular Multiplications over 2n −2k +1

In this case, P= 2n−δ = 2n−2k+1, T = 2n ·TH +TL. Similarly, let Th1 =(tn−1 · · · tn−k+1tn−k)2 <
2k, Th2 = (tn−k−1 · · · t1t0)2 < 2n−k, then TH = 2n−k ·Th1 +Th2. Thus,

C = T mod P

=
(

(2k −1) ·TH +TL

)

mod P

=
(

(2k −1) · (2n−k ·Th1 +Th2)+TL

)

mod P

=
(

(2n −2n−k)Th1 +(2k −1)Th2 +TL

)

mod P. (12)
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Substituting 2n ≡ 2k −1( mod P) into the above equation and it yields

C ≡ (2k −2n−k −1)Th1 +(2k −1)Th2 +TL =C′′( mod P). (13)

It can be found that C′′ = (2k −2n−k −1)Th1 +(2k −1)Th2 +TL also includes 6 parts.

On the one hand,

C′′ = TL +(2k −1)Th2 − (2n−k −2k +1)Th1

⩽ 2n −1+(2k −1)(2n−k −1)

= (2n −2k +1)+(2n −2n−k −1)

< P+P

= 2P. (14)

On the other hand, since 0 ⩽ Th1 ⩽ 2k −1, there is

C′′
⩾−(2n−k −2k +1)Th1

⩾−(2n−k −2k +1)(2k −1)

= (22k −2k+1)+2n−k +1−2n

⩾ 2n−k +1−2n

> 2k +1−2n

>−P. (15)

Thus,

−P <C′′ < 2P (16)

Let the intermediate numbers as n+ 2-bit signed numbers. The (n+ 2)-th bit is the

sign bit. In the modular reductions, carry save additions are expanded to (n+2) bits.

Compared with the case of P = 2n−2k −1, it is also able to perform parallel subtrac-

tions of C′′+P, and C′′−P. By judging the sign bits of C′′ and C′′−P, it is able to

get C =C′′ mod P.

Modular reduction over 2n −2k +1 As is shown in Fig. 4, the six parts in Equ. (13)

can be combined into 2 full additions, i.e.,

1. (2n−k ·Th1 +Th2)+2k ·Th2 +Th1 +2n +1;

2. 2k ·Th1 +TL +2n −2k +1;

The second addition can be processed as a carry-selection addition, while the signif-

icant half part can be written as full adder like: w = u+ v+(2n−k − 1)+ c−1, with

u = Th1, v = ⌊TL/2k⌋, and c−1 being the carry out of (TL mod 2k)+1. By carry save

additions (CSA), there are si = 1∧ui∧vi = ui∧∼ vi, ci = ui|vi, and w = s+2c+c−1.

The sum C′′ can then be reduced modulo P by testing the signs of C′′ and C′′−P.

Totally, the modular reduction can be completed in 3 clock cycles.
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Th Th

n kk

ThTh

Th

TL

Fig. 4 Parts for modular reductions over 2n −2k +1.

3.4 Modular Accumulation

Modular accumulation consists of a series of modular additions, as is shown in Fig. 5.

Due to the buffer stage, there are two accumulated results for every other input xi, and

they can be finally added together. The modular accumulation over 2n can be added

up like Fig. 7. The modular accumulation including subtractions is shown in Fig. 6.

x y

n+
n

m

x y m

n

n

i= , , , t

n+
n

m

n

n

i t

t

i

i

x m

xi

Fig. 5 Modular accumulation. The two accumulated results
d/2

∑
i=0

X2i and
d/2

∑
i=0

X2i+1 are added together at the

last clock cycle.
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i= , , , t

n+ n

n

i t

t

i

i

x m

n
m

m

Xi

Fig. 6 Modular accumulation including subtraction. The two accumulated results
d/2

∑
i=0

±X2i and
d/2

∑
i=0

±X2i+1

are added together at the last clock cycle. The inverse of Xi has (n+1) bits, with the sign bit as 1 and other

bits being ∼ Xi. The signal ‘acc’ denotes the input acc delayed by 2 clock cycles and a clock period after

4 clock cycles of the last load in. The minus function subtracts the later input from the previous result.

i= , , , t

xi

t

n

i

i

x

Fig. 7 Accumulation modulo 2n.

4 Modular Exponentiation and CRT-RSA

For modular exponentiation, the exponent is firstly stored in a shift register and set

a counter as N/2− 1, and then shifted left 2 bits per time and tested whether they

are two zero bits. If they are both zeros, then the shift continues and the counter is

decreased by 1. Or else the exponent and the counter keep their current values until

the following modular multiplications are completed. The shift index register and the

counter are shown in Fig. 8, where the initial shift occurs once, and the stylized shifts

occur N/2−1 times.

The stylized shift happens after one step in the modular exponentiation, which

consists of two modular squares and up to one modular multiplication, as is shown in

Fig. 9.

The modular exponentiation algorithm is shown in Algorithm 2.

In order to perform the RNS modular multiplication by Algorithm 1, there is

frequent need of selecting a word from multiple residues. In the situation, a selection

logic is used to reduce the driving load, as is shown in Fig. 10.

The state transfer in modular exponentiation is illustrated in Fig. 11, in which

there are 7 states: S0 ∼ S6. Their representations are explained below:
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kl ki- k

kl i k

N

N/4-i-

Fig. 8 Shift register for exponents and the related counter.

ki ki,

x ·A N

x ·A N

x N

kiki

Fig. 9 Exponent index bits corresponding to different operations.

Algorithm 2 Modular exponentiation by fixed-base windowing method [4]

Input: Integers A, k, N, l, with 4l−1 ⩽ A < 4l , k = (kl−1 . . .k1k0)16 < 4l , 0 ⩽ ki ⩽ 15, 4l−1 ⩽ N < 4l .

Precompute
∣

∣A j
∣

∣

N
·M−1

i mod mi, for i = 1,2, . . . ,d, and j = 1,2, . . . ,15.

Output: R = Ak mod N.

1: while i ⩾ 0 do

2: if ki ̸= 0 then

3: t = i;

4: x =Vki
= Aki mod N;

5: break;

6: end if

7: i−−;

8: end while

9: if t = 0 then

10: return x;

11: else

12: for i = t −1 downto 0 do

13: T = x24
mod N;

14: if ki = 0 then

15: x = T ;

16: else

17: x = T ·Aki mod N = T ·Vki
mod N;

18: end if

19: end for

20: return x.

21: end if

– S0: null state.
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R

R

R

i

i

Ri

Fig. 10 Select residues in sequence.

– S1: binary-to-RNS conversion.

– S2: precomputation of
∣

∣A j
∣

∣

N
·M−1

i mod mi for i = 1,2, . . . ,n, j = 1,2, . . . ,15.

– S3: computation of x2γ
mod N, with γ = 4 and x being the intermediate result.

– S4: computation of x ·A j mod N, with x the intermediate value and A j the pre-

computed results in state S2.

– S5: RNS-to-binary conversion.

– S6: multiplication of N in RNS.

In state S2, the precomputation are performed in two sequences, i.e.,
∣

∣A j
∣

∣

N
mod mi

and
∣

∣A j
∣

∣

N
·M−1

i mod mi for i = 1,2, . . . ,n. For windowing method with top exponent

bits Et , the result AEt can be found in the first sequence. For computation acceleration,

the results Ak ·M−1
i mod mi can be looked up for k = 1,2, . . . ,15.

S

S

S S

S

SS

Fig. 11 State transfers in modular exponentiation in RNS.

4.1 Conversion from RNS to Binary System

The RNS-to-binary conversion is carried out according to Chinese Remainder Theo-

rem

R =
d

∑
i=1

Mi

∣

∣ri ·M
−1
i

∣

∣

mi
mod M

, as is shown in Algorithm 3. In Algorithm 3, the binary form of R is calculated digit
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Algorithm 3 RNS-to-binary conversion

Input: Integer R in residue number system in the form of (r1,r2, · · · ,rd), the RNS moduli are

{m1,m2, · · · ,md}, M =
d

∏
i=1

mi, Mi = M/mi, Ki = Mi mod 2n, Ti = 2−n mod mi, for 1 ⩽ i ⩽ d. C0 =

−M mod 2n.

Output: The integer R in binary form.

1: B−1 = 0, from i = 1 to d;

2: for j = 0 to d −1 do

3: ri = (ri −B j−1) mod mi, from i = 1 to d;

4: ri = ri ·Ti mod mi, from i = 1 to d;

5: σi = ri ·M
−1
i mod mi, from i = 1 to d;

6: α =

⌊

d

∑
i=1

trunc(σi)
2n +0.5

⌋

;

7: zi = σi ·Ki mod 2n, from i = 1 to d;

8: B j = (
d

∑
i=1

zi +α ·C0) mod 2n;

9: end for

10: return R = (Bd−1 · · ·B1B0).

by digit modulo 2n. The iterations are around the updates of σi = (σi · Ti) mod mi,

while the multiplications zi = σi ·Ki mod 2n can be calculated 1 clock cycle later

than them.

The modular exponentiation result is initially obtained within the domain [0,(d+
1) · 2n · 21024), with d = 36, n = 64. It can be then transformed into binary system

for modular reduction. As is shown in Sect. 3, X ≈ 2K+t , the quotient q = ⌊X/N⌋ is

approximated by q1 = ⌊X1/(N1 +1)⌋, where K = 1024, t = 73, X1 = ⌊X/2K−t⌋, and

N = 2K−tN1+N0. Secondly, the quotient q1 can be transformed into RNS, so that the

multiplication q1 ·N can be performed in RNS directly. Finally, when the remainder

is transformed back to binary system, N can be subtracted from it word by word to

test whether the result is between [N,2N). Such a process is shown in Fig. 12.

X

X q X N

q R =X - q N

R

Fig. 12 Calculating the final results by transformation into and out of RNS.

The RNS processing units for modular exponentiation have most multiplicands

in RNS stored in a large ROM table, so the control lines can be selected as the ROM

address. Notice that the other operand of the RNS multiplication can be chosen from

another RAM and the previous product. The ROM contents with Algorithm 1 are

shown in Fig. 13, which has a size of 2304× 41 bits. Especially, M̃ denotes a nar-

row range of RNS moduli, consisting of 17∼18 ones. Since the result falls between

[0,(d +1)21024+n), which can be represented by (n+2) residues.
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iM P m

d iM P m

iM P m

iM Q m

d iM Q m

iM Q m

iP Q m

i iM m

n

iM

Fig. 13 ROM contents of the RNS processing units.

In Fig. 13, M̃i = (
n/2

∏
j=2

m j)/mi, for i = 2 to n/2, and M̃′
i = (

n

∏
j=2

m j)/mi, for i = 2 to

n.

4.2 Reduction in Binary System and RNS

At the end of modular exponentiation, the 2K-bit number A can be reduced to A mod

N with K bits by several steps:

– Convert the 2K-bit number A from binary system to RNS.

– Perform modular reduction over N in RNS by Algorithm 1, with output A′ as

large as (d +1)2n ·N, as is shown in Sect. 2.

– Convert the results of A′ from RNS to binary form.

– Calculate the quotient q = ⌊A′/N⌋ in binary form.

– Compute the product q ·N and the subtraction A′′ = A′−q ·N.

– Convert the binary number A′′ = A mod N to RNS for further computation.

As is shown in Fig. 14 and Fig. 15, the reduction of the long-precision numbers in

both RNS and binary system is critical for obtaining accurate intermediate results and

reducing the dynamic range of the RNS.
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K K+2t
A

K
A N

Fig. 14 Modular reduction over N in both RNS and binary system.

KA

K+ tA'

KA''

Fig. 15 Comparison of integer lengths for two sequential modular reductions in RNS and binary system.

4.3 CRT-RSA

The Chinese Remainder Theorem (CRT) is shown below [12, 20]:

X =
n

∑
i=1

Mi ·
(

xi · |Mi|
−1
mi

mod mi

)

mod M. (17)

Besides, there is special CRT form for two-moduli RNS in Equ. (18).

X =
(

m2 ·
∣

∣x1 · |m2|
−1
m1

∣

∣

m1
+m1 ·

∣

∣x2 · |m1|
−1
m2

∣

∣

m2

)

mod (m1m2). (18)

Substituting P = m1, Q = m2 into Equ. (18) yields

X =

(

Q ·
∣

∣x1 · |Q|−1
P

∣

∣

P
+P ·

∣

∣

∣
x2 · |P|

−1
Q

∣

∣

∣

Q

)

mod (P ·Q). (19)

For CRT-RSA in two-moduli RNS, the modular exponentiation can be divided

into two parts, and then combined together [15]. Since x1 = (A mod P)k mod (P−1),

x2 = (A mod Q)k mod (Q−1), and x = Ak mod (P ·Q) for prime P and Q, there are x ≡
x1(modP) and x ≡ x2(modQ). As a result, the N-bit modular exponentiation X =
Ak mod (P ·Q) can be obtained by two N/2-bit modular exponentiations in Equ. (19).

The CRT-RSA in RNS is shown in Algorithm 4.

Table 2 Hardware implementation of Full Modular Exponentiation.

Reference Length Platform Slices LUTs DSPs Memory Max. Freq. Clock cycles Time

(bits) (18×18) (BRAM) (MHz) (ms)

This work 1024 XC6VLX195t-3 26,489 87,357 363 65 165 93,583 0.567

[23] 1024 XC5VLX50T 5,225 0 290 565,500 1.95

[24] 1024 XC4VSX25-12 3,837 3,871 64 280 333,200 1.19

[22] 1024 XC5VSX95t-3 10,248 194 160 243,200 1.52

[19] 1024 XC4VFX12-10 3937 17 ∼ 1 400 684,000 1.71
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Algorithm 4 CRT-RSA [15]

Input: Integers A ∈ [0,22N −1], k ∈ [0,22N −1], P ∈ [0,2N −1], Q ∈ [0,2N −1], C = P ·Q ∈ [0,22N −1].
Output: R = Ak mod C.

1: A0 = A (mod P);
2: A1 = A (mod Q);
3: if k ⩾ 2N then

4: kp = k mod (P−1);
5: kq = k mod (Q−1);
6: else

7: kp = k;

8: kq = k;

9: end if

10: T0 = A
kp

0 mod P

11: T1 = A
kq

1 mod Q

12: S0 = T0 ·Q
−1 mod P;

13: S1 = T1 ·P
−1 mod Q;

14: X0 = S0 ·Q+S1 ·P;

15: R = X0 mod (P ·Q);
16: return R.

Table 3 Hardware implementation of RSA Computation.

Reference Length Platform Slices LUTs DSPs Memory Max. Freq. Clock cycles Time

(bits) (18×18) (BRAMs) (MHz) (ms)

This work 2048 XC6VLX365t-3 32,501 107,291 363 66 140 201,188 1.44

This work 17 XC6VLX365t-3 32,501 107,291 363 66 140 8,543 0.061

[13] 2048 0.25 µm CMOS 333K gates ∼ 35 80 712,000 8.9

[24] 2048 XC2V6000-6 10,360 10,246 128 35 160 278,496 1.74

5 Hardware Implementation

The modular exponentiation, RSA encryption and decryption can be implemented in

RNS, whose performance are measured on FPGA platforms as are shown in Tab. 2

and Tab. 3. The designs are described by Verilog HDL, simulated by Modelsim 6.2,

and synthesized by Xilinx Synthesis Technology (XST). They are then placed and

routed in Xilinx 14.7 platform.

In [23], a fast, compact and symmetric common-multiplicand architecture is pro-

posed for full modular exponentiation. In comparison, the result in this work is about

3 times as fast as that in [23].

The design in [24] is based on quotient-pipelined high-radix Montgomery mod-

ular multipliers and arrives at minimum time of 1.19 ms for a 10240-bit modular

exponentiation. By contrast, this work still gets higher speed and much fewer clock

cycles than those in [24].

The modular exponentiation in RNS in [22] employs 16-bit moduli and 194 mul-

tipliers are utilized. It can be found that this work costs about twice area overhead but

reducing almost 62% clock cycles and reaching about double speeds.

The modular exponentiation architecture in [19] is based on a Montgomery modu-

lar multiplier with fast carry in between words. It utilizes the DSP architecture within

Xilinx FPGA to reach high speed for long-precision additions after word-based mul-
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tiplications. However, it needs much more clock cycles than this work and is therefore

slower than it.

In addition, the RNS implementation of modular exponentiation is supposed to

be resilient to side channel attacks (SCA) due to parallel computation.

As the RSA decryption is concerned, the decryption for 2048-bit moduli is done

by two 1024-bit full modular exponentiation according to Equ. (19). By contrast, the

RSA encryption supposes a much shorter key of 17 bits, i.e., e = 216+ 1. In this

way, the 2048-bit modular exponentiation are performed by two sequential 1024-bit

modular exponentiations and some further operations.

The work in [13] very early implements RSA cryptography in RNS, in which

the RNS Montgomery modular multiplication algorithm is applied. By contrast, this

work applies the modular multiplication algorithm with sum-residues in RNS. It can

be found from Tab. 3 that the clock cycles of this work is about 1/3 of that in [13],

resulted from high-radix digits of RNS moduli, simple conversions between RNS and

binary system, and few base conversions between two RNS bases.

The design in [24] is based on high-radix scalable Montgomery modular multipli-

ers, and two 1024-bit modular exponentiations are carried out in parallel to compute

2048-bit RSA decryptions. While it is slower than this work for modular exponen-

tiation, it may get faster than this work in case of RSA decryption due to high-level

parallelism.

6 Conclusion

RNS Montgomery algorithm is widely used for multi-precision modular multiplica-

tions, but its performance is curbed by the frequent conversion between two RNSs.

By precomputing the constant parameters in RNS, it is able to calculate modular mul-

tiplication by Chinese Remainder Theorem directly in the sole RNS, which reduces

the precomputation and control logics. Together with special moduli it shows that

high-performance modular exponentiation and RSA cryptography can be obtained,

which consumes even fewer clock cycles than that with scalable architectures.
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Figures

Figure 1

32-bit Karatsuba-Of man multiplier by embedded multiplier in FPGA with a delay of 3 clock cycles.

Figure 2

64-bit Karatsuba-Of man multiplier delayed by 6 clock cycles based on 32-bit multiplier delayed by 3
clock cycles.



Figure 3

Parts for modular reductions over 2n−2k−1.

Figure 4

Parts for modular reductions over 2n−2k +1.



Figure 5

Modular accumulation. The two accumulated results d/2 ∑ i=0 X2i and d/2 ∑ i=0 X2i+1 are added
together at the last clock cycle.



Figure 6

Modular accumulation including subtraction. The two accumulated results d/2 ∑ i=0±X2i and d/2 ∑
i=0±X2i+1

Figure 7

Accumulation modulo 2n.



Figure 8

Shift register for exponents and the related counter.

Figure 9

Exponent index bits corresponding to different operations.



Figure 10

Select residues in sequence.

Figure 11

State transfers in modular exponentiation in RNS.



Figure 12

Calculating the final results by transformation into and out of RNS.

Figure 13

ROM contents of the RNS processing units.

Figure 14

Modular reduction over N in both RNS and binary system.



Figure 15

Comparison of integer lengths for two sequential modular reductions in RNS and binary system.


