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Abstract
Internet of Things (IoT) plays a substantial role in the digital era of the information and intelligent Age. The use of
interactive internet apps has opened up opportunities for increased threats to cyber security. Recently, botnets threats in
IoT had become the most common cyber security threats. These threats provide malicious services and carry out
phishing links on the internet. Consequently, an e�cient intrusion detection system (IDS) is needed to detect these botnet
attacks and unknown attacks with a low false-positive rate. Existing IDS methods detect these new attacks but require a
high-precision detector. Most of the existing IDS uses either single machine learning or multiple classi�ers that fail to
detect unknown attacks and produce a high false-positive rate. This paper proposes a hybrid-based IDS that solves and
detects unknown and novel attacks with low false-positive rates, better accuracy levels, and detection rates. This
proposed work is deployed using two IDS methods in a two-staged manner. First, we modelled a Signature-Based Detector
against DDOS attack for providing a better detection rate, early detection of known and low false-positive rates. Next, we
modelled an Anomaly-Based Detector against DDOS attacks to achieve low false alarm rates, improved accuracy levels,
and detected botnet and unknown attacks using the Machine Learning-based ensemble technique. Finally, we evaluated
the performance using the confusion matrix on the classi�ed data. We assessed the classi�er performance based on
detection rate, precision, accuracy, AUC score, and false-positive rates. The proposed hybrid technique provides a lower
false-positive rate and better detection rate than the proposed model's classi�cation technique.

1. Introduction
In today's digital world, everyone is using the internet to access data. People are using the internet not only for accessing
data but also for their professional, social, and �nancial needs. There are millions of devices across the globe which is
connected to the internet. Most businesses, institutions, banks, and research facilities for most daily activities depend on
internet connection. This growing dependence on the internet has opened up avenues for increased cybersecurity threats
and attacks. Unauthorized transfers out of the banking industry, loss of protected data, intensive compromise of
operational systems, alteration of medical diagnostic results, Extortion-hard-to-please payments to avoid operational
issues are some of the seriously increasing impacts. The use of interactive internet-based applications has opened up
opportunities for increased threats by taking advantage of the vulnerabilities present in the network. Some internet threats
include Botnet attacks, spamming, phishing, Distributed Denial-of-Service (DDoS attacks) [12], stealing data, etc. The
malicious users use various techniques to exploit the device's vulnerabilities and compromise device security. Hence,
there has to be a reasonable level of security for an organization's resources to protect them from internet attacks.
Organizations all over the world employ �rewalls for protecting their network from the outside network. However, when
protecting a personal network from the outside web, a �rewall cannot be fully e�cient in providing security. The work of
the �rewall is to allow only permitted packets (the packets from trusted sources) to pass into the network. Yet, �rewalls
can, up to some extent, �lter the incoming packets based on security policy but are not perfect in stopping modern
internet attacks such as Botnet attacks. Therefore, an Intrusion Detection System (IDS) [4, 17] is used to provide security
to the network. This IDS monitors the packets �owing in the network and analyses them to �nd attacks from the
internet trying to compromise the system security. It also tries to �nd internal attacks trying to misuse system
resources. This proposed work is deployed using two IDS methods in a two-staged manner. First, we modelled a
Signature-Based Detector against DDOS attack for providing a better detection rate, early detection of known and low
false-positive rates. Next, we modelled an Anomaly-Based Detector against DDOS attacks to achieve low false alarm
rates, improved accuracy levels, and detected botnet and unknown attacks using the Machine Learning-based ensemble
technique. Finally, we evaluated the performance using the confusion matrix on the classi�ed data. We assessed the
classi�er performance based on detection rate, precision, accuracy, AUC score, and false-positive rates. The proposed
hybrid technique provides a lower false-positive rate and better detection rate than the proposed model's classi�cation
technique.
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Overview of Botnet Attack: Today, most smart devices use the internet to provide better service and help people make
better decisions. However, the intruder is trying to steal the information, compromise the system privacy, damage the
systems and exploit the system resources. One such type of attack is a Botnet Attack. A Botnets special case of DDoS
attack [14] in which many devices are compromised and used to prevent the user of a single device from getting services,
destroy data, send spam malware, and allow the devices and their link to be accessed by the attacker. A botnet is a group
of robot software bots that is stored on an internet-connected device. A bot is a Bot Master-controlled infected host (a
person or a group of people that control bots remotely). The bot-master will use Command and Control (C&C) software to
manage these botnets. The botmaster takes advantage of the vulnerabilities on a compromised device that allows
malicious content to be installed on devices without owners' knowledge. The target host installs the binary bot and
approaches the Internet Relay Chat (IRC) server address by resolving the Domain Name Service. Then the victim enters
the botmaster's IRC server to receive the commands. These botnets are different from any other malware because they
follow the approach of Command-and-Control. When infected hosts receive commands, attack tra�c overwhelms the
victim's device, as shown in �gure-1.

Recently, botnets threats in IoT had become the most common cybersecurity threats. These threats provide malicious
services and carry out phishing links on the internet. Consequently, an e�cient intrusion detection system (IDS) [8, 13, 15,
16] is needed to detect these botnet attacks and unknown attacks with a low false-positive rate. Existing IDS methods
detect these new attacks but require a high-precision detector. Most of the existing IDS uses either single machine
learning or multiple classi�ers that fail to detect unknown attacks and produce a high false-positive rate. 

Our Contribution: The proposed hybrid-based intrusion detection system solves the following above issues by deploying
the two IDS techniques in a phased manner to identify the botnet and known attacks. 

1. To model a Signature-Based Detector against DDOS attack for providing better high detection rate, early detection of
known and low false-positive rate. 

2. To model an Anomaly-Based Detector against DDOS attacks to achieve low false alarm rates and better accuracy
and detect unknown attacks using Machine Learning based ensemble technique.  

Table-1: Summary of Various Existing Methods on Intrusion Detection System
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2. Related Work
This section presents the literature survey, which provides the basis for the proposed work. In [1] Xuan Dau Hoang et al.
suggested using Domain Name Service (DNS) query data to detect the botnet based on machine learning techniques
such as KNN, decision trees, random forest, and Naive Bayes. The model contains two stages, one training, and the other
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detection. Domain names are collected from the data and pre-processed to extract the relevant attributes used to train the
classi�ers. In the detection phase, these trained classi�ers are used to recognize the legitimate or botnet domains. The
data sources are from virustotal.com and Alexa. The dataset is divided into four subsets, out of which three are used for
training and one for testing. And different classi�cation metrics, such as false rate, accuracy, etc., are used for evaluating
the chosen learning techniques. The results showed that the random forest algorithm provides better performance when
compared to values predicted by the remaining classi�ers.

In [3] David Zhao et al. presented a novel method for detecting botnet activity focused on tra�c behaviour analysis using
machine learning to identify network tra�c behaviours. Methods of tra�c behaviour analysis don't rely on the packet's
payload. The network tra�c �ow was examined for collecting the characteristics in smaller time intervals. For the
classi�cation purpose, attributes such as source and destination address (�ow-based features), avg packet length,
packets in the given time window, etc. The method consists of two phases. They had selected the REP tree machine
learning algorithm. The classi�er, the combination of known normal and malicious attribute vectors, is given as the input
for training. The data sources are from the Honey project and Ericsson Lab. The results predicted by the model have a
detection rate above 90% and a less false rate. 

In [5] Navjot Kaur et al. analysed the network tra�c of a particular organization for detecting peer-to-peer bots present in
the network. They have used bot hunter that is developed on Snort, an open-source software. Internet tra�c is passed on
to the detection engine, which uses available signature rules for identifying malicious tra�c and produces alerts and
stores in the log �les, which helps in future updates. Different botnets such as Phatbot, Napster, Ares, and Bit Torrent are
detected. 

In [7] P. Ioulianou et al. designed a framework for detecting the attacks which focused on IoT devices. They have
developed both centralized and distributed Intrusion detector modules using a signature or misuse-based approach. They
have created the testbed environment by introducing a Denial of Service (DoS) scenario of attacks on IoT devices using
the Cooja simulator. The mitigated attacks are sinkhole, routing attacks using RPL protocol, and selective forwarding. The
modules are incorporated with routers and detectors. For a group of sensors, one router through which all tra�c is passed
and many detectors are used. Routers run a detection module that compares the available signatures of IoT attacks. The
�rewall acts as an extra layer of defence by blocking suspicious IP addresses.

3. Proposed Work: Hybrid Based Intrusion Detection System
The section presents proposed work that solves the botnet attack in IoT using a hybrid-based intrusion detection system,
which has better advantages-increased detection probability, a lower false alarm rate, and minimal detection delay over
existing methods. First, we propose an approach to enhance detection accuracy using the AdaBoost ensemble learning
detection technique [9,10] using various machine learning classi�ers such as Support Vector Machine, Naive-Bayes, and
Decision tree. This proposed ensemble technique provides a lower false-positive rate and better detection rate than the
proposed model's classi�cation technique. Next, we extended the proposed work with the misuse-based signature system
that quickly identi�es and detects the botnet intrusion early from the proposed anomaly-based systems. Finally, we
evaluated the performance using the confusion matrix on the classi�ed data. The performance of these classi�ers is
assessed based on false-positive rates, precision AUC scores, and accuracy levels.  

3.1 Architecture of Hybrid Based Intrusion Detection System

Intrusion detection systems (IDS) are essential for defending the system in the context of rising security �aws.
Traditionally, there are two types of IDS, namely- Anomaly-based detection and Signature-based detection. These IDS are
essential for defending the system in the context of rising security �aws. In the Anomaly-based approach, normal data
models are constructed depending on regular network tra�c, and then the divergence from the standard model is
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regarded as an attack or abnormal. This strategy has the key bene�t of being able to track threats that compromise
modern and unexpected vulnerabilities. However, these methods have the more remarkable ability of anomaly detectors
to detect unknown or novel attacks. But it suffers from a signi�cant defect that leads high false-positive rate. These
defects occur due to the inadequacy of a training data collection covering all the legitimate aspects, and the other is that
irregular activity is not always an intrusion indication. Another IDS is Signature-based detection that works by taking the
stream of network packets or performing the audit trails based on signatures. These signatures are mainly used to detect
the attacks by be identifying the behaviour of network tra�c or analysing the audit trails. However, this signature-based
detection cannot detect new or unknown attacks.

The proposed hybrid-based intrusion detection system combines signature-based and anomaly-based IDS advantages
that can detect known attacks, botnet attacks, and unknown attacks. Combining these two approaches provides an
effective IDS system that enhances the overall performance of botnet attack detection, low false alarm rates, high
detection rate, and improved accuracy levels. As shown in �gure-2, the proposed work is deployed using two IDS methods
in a two-staged manner. In the �rst stage, misuse detection is employed using Snort IDS, a lightweight signature-based
detector. This proposed Snort IDS maintains the database that contains the detection behaviour of known attacks and
compares it with the network tra�c of intrusion behaviour. If any abnormality is detected, the IDS system will generate
alerts according to the event handling information present in the rules. So, the attacks are detected early without passing
through further learning stages. In the second stage, we modelled an Anomaly-Based Detector against botnet attacks to
achieve low false alarm rates, improve accuracy levels, and detect botnet and unknown attacks using the Machine
Learning-based ensemble technique. This stage is mainly used to overcome the limitation of the �rst stage. After passing
through signature-based detection, the remaining unknown network tra�c is directed to the feature extraction stage to
extract robust network features. The extracted non-redundant features are important and selected to discriminate
abnormal behaviour from normal network activities. This process is achieved using machine learning classi�cation such
as Support Vector Machine, Naive-Bayes, and Decision Tree with the Adaboost Ensemble technique for increased
accuracy in detecting malicious packets.

A. Signature-based Detector

The proposed misuse-based detection mechanism uses snort [7, 11], a popular lightweight signature-based IDS that can
monitor the data �ow in the network and analyze the network tra�c. This IDS will generate the alerts, performs the
protocol analysis, and �nally detects different types of attack. In the IoT network, packets �ow from the sensor node to
the application passing through various network technology, internet technology, and service discovery processes. Snort
is a network packet sniffer that inspects the content of the packets and identifying the behaviour of network tra�c with
known signatures using the rules, which is encapsulated within the signatures to detect the abnormal connections, record
events, initiate action, and stores the related information in the database or log �le. If the pattern matches and
performance degrades, snort stops the packet processing, discards the packet, and stores its detail in the signature
database. Finally, it compares those packets with the database of known attack signatures, and warnings will be
generated with various attacks in the network, as shown in the �gure-2.  Snort IDS is consists of the following major
components 

Packet decoder: The packet decoder collects packets from different network interfaces and then sent to the
preprocessor or sent to the detection engine. 

Preprocessors: It modi�es or arranges the packet before the detection engine to apply some operation on the packet
if the packet is corrupted. 

The Detection Engine: Its work is to �nd out intrusion activity exits in a packet with the help of snort rules, and if
found, then apply appropriate rules; otherwise, it drops the packet. 
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Logging and Alerting System: Whatever detection engine �nds in the packet, it might generate an alert or be used to
log activity.

Output Modules: Output modules or plug-ins save output generated by the logging and alerting system.

The proposed Snort IDS detects Volume Based DDoS Attacks that include the combination of HTTP, ICMP, UDP, and other
spoofed-packet �oods to target the victim for the resources. The attacker will randomly spoof the IP source, combine UDP
packets with the port 80 for the destination, and send ICMP echo request packets that target the victim machine. The
proposed Snort captures the UDP packets, ICMP packets, and HTTP packets recorded in the database and alerts the
recorded different detected intrusions to the user.

B. Anomaly-based Detector

In the second stage, we modelled an Anomaly-Based Detector against botnet attacks to achieve low false alarm rates,
improve accuracy levels, and detect botnet and unknown attacks using the Machine Learning-based ensemble technique.
This stage is mainly used to overcome the limitation of the �rst stage. After passing through signature-based detection,
the remaining unknown network tra�c is directed to the feature extraction stage to extract robust network features. The
extracted non-redundant features are important and selected to discriminate abnormal behaviour from normal network
activities. This process is achieved using machine learning classi�cation such as Support Vector Machine, Naive-Bayes,
and Decision Tree with the Adaboost Ensemble technique for increased accuracy in detecting malicious packets.
The above �gure-2 depicts the architecture of Anomaly-based detection that contains the Network Tra�c, Feature
Generation, Feature Selection, Classi�cation Models and Alert/Warnings

Network Tra�c: In the behaviour-based identi�cation approach, network tra�c is monitored to identify any
suspicious activity. For building the network-based detection system, the network tra�c is taken from data source
UNSW-NB15 [5]. Unlike other data sets, UNSW-NB15 [5] does not contain redundant records that affect detection
biases and has a hybrid of the real modern normal and the contemporary synthesized attack activities of the network
tra�c. It includes statistical features such as �ow-based, packet-based, content-based, time-based, which are used as
input data for identifying the malware attacks.

Feature Generation: Features are obtained from the network packets passing through layers of a standard Internet
model. These attributes include a variety of packet-based features and �ow-based features. The packet-based
features examine the payload besides the headers of the packets. 

Feature Selection: It is the process of selecting the attributes that can make the predicted outcome more accurate.
The selection of features plays a crucial part in the detection system for choosing relevant features and eliminating
unwanted redundant records. These decrease the training time of the learning model and affect the general
performance of any intrusion detection system. The selection of features aims at reducing the cost of computation
involved, removing redundant information, improving accuracy, and helping to analyse the network data. The
Correlation Coe�cient measure was applied to look at the relation between the attributes and variables of the data
and collect the most vital features.

Classi�cation Models: This model is used to classify the legitimate and anomalous feature vectors from the dataset.
These datasets contain �ow-based, packet-based content of network tra�c. There is a need to perform the numerical
statistical characteristics such as mean (for every 100 packets) and size of the packet, protocol information with the
direction identi�ers. The following classi�cation techniques have been used to classify network records with
moderate variations between their regular and malicious observations.

I. Support Vector Machine: The Support Vector Machine or SVM is one of the Supervised Learning Algorithms used for
problems with classi�cation and regression. This algorithm aims to build a decision boundary that could segregate n-
dimensional space into groups. So in the future, we can conveniently put the new data set into the appropriate class. This
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boundary to the decision is called a hyperplane. The main advantage of this approach is that (1) it is e�cient in spaces
with signi�cant dimensions. (2) It is still accurate in instances if the number of samples present in the dataset is less than
the number of dimensions of the sample. (3) It is effective in memory as it selects a set of training samples known as
support vectors in the decision-making function.

II. Naive-Bayes: This classi�er that works on Bayes probability theorem (conditional probabilities) and assumption of
attribute independence in a given data, i.e., altering the value of an attribute, will not change the value of the other
features. The above technique �ts well for large data sets and is, therefore, better adapted for real-time predictions. The
main advantage of this approach is that (1) Implementation is easy and quick. (2) It is highly �exible and needs less data.
(3) It makes predictions using probabilities. (4) It can handle both discrete and continuous data. (5) It can e�ciently deal
with missing values. (6) Easy to update as new data arrives.

III. Decision Tree: The decision tree structure is similar to a �owchart or rooted directed tree. The leaves are called nodes,
and branches are called edges. The nodes with no outgoing edges are called terminal nodes that contain class labels. All
other nodes are called internal nodes or child nodes constructed by a series of if…. then… rules that classify the given
input data. We selected the C4. 5 technique from the available decision tree algorithms to construct quite predictive
models, including continuous data and incomplete data (missing attribute values). It handles both classi�cation and
regression problems. This technique uses Information gain measurement for splitting. An n dimensional relational data
containing attribute values and respective class labels are required for training the model. The main advantage of this
approach is that (1) it allocates a particular value to each decision, problem, and outcome(s). (2) It decreases complexity
and confusion and also improves clarity. (3) It considers any possible outcome of a decision into account and
consequently tracks each node to the conclusion. This technique is simpler and more e�cient because there are no
complicated equations or data formats needed. 

We analysed and compared the performance and accuracy of the individual classi�ers. But the performance of each
classi�er is showing poor results. An Ensemble Machine Learning is proposed to achieve better performance, which
combines all the classi�er techniques as shown in �gure-3.

IV. Ensemble Machine Learning Approach: This approach is mainly used to achieve high accuracy using Adaptive
Boosting (Adaboost) Classi�er. This classi�er is used to improve classi�ers accuracy, which is an iterative ensemble
method as shown in �gure-4. This classi�er combines Support Vector Machine, Naive Bayes, and decision trees make
them strong classi�ers, improves their accuracy, creates high precision models, and will be less affected by the over�tting
problem. The primary objective of this method is to allocate weight in training set for each instance. Initially, all weights
are considered to be equal. Still, the weights are raised for all instances predicted wrongly in each iteration such that in
the next epoch these instances are given a high likelihood of classi�cation. In contrast, the weights of correctly classi�ed
instances are reduced. The iterations are repeated until a good classi�er with a low error rate is reached or until we exceed
the de�ned maximum number of estimators. Each iteration reduces training error and tries to ensure a good �t for the
data given. 

As shown in �gure-3 Voting Classi�er is used to get the �nal prediction from the above three strong classi�ers. Soft voting
is applied to the outcomes of the classi�ers. Soft voting is achieved by averaging the probability distributions estimated
by the individual techniques to the best result. We predict the class labels based on the calculated classi�er probabilities
and the assigned weight to the classi�er in soft voting.

V. Alert/Warnings: When malicious instances are classi�ed, alerts are generated, and the false positive rate is found for
evaluating the performance.

4. Results And Performance Evaluation
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This section presents the results and performance evaluation of the proposed system. We evaluated and compared the
performance of the experimental results of the proposed hybrid IDS that combines the Signature-based and Anomaly-
based detectors using various parameters such as  Accuracy, Precision, Detection Rate, False Positive Rate (FPR),
F1_score, etc. To evaluate the performance of the experimental results of our proposed framework, we utilize the UNSW-
NB15 [5] dataset benchmark information that was made by the IXIA Perfect Storm device in the Cyber Range Lab of the
Australian Center for Cyber Security (ACCS). This data source has a hybrid network tra�c's actual modern normal
activities and contemporary synthesized attacks. The labeling of normal vectors is given class as Normal, and for
malicious vectors, the class is labeled as an attack. The tool tcpdump was also used to acquire all the raw network packet
data, and features were created with the tools Argus, Bro-IDS, and twelve algorithms to generate 43 features with the class
label. The nominal data type of class label of each record of the data is assigned with numerical values such as for
normal instances as 0 and attack as 1. The data were separated into two sets: a training set and a test set in the 7:3 ratio,
with approximately 175,217 training records and 82,456 test records. Each classi�er was trained using a train set and
validated using the test set. The underneath Table-2 gives normal and attack records in the dataset used for training the
model.

Table-2: Proposition of normal and attack records used for training the proposed model.

Tra�c Type Training Testing Total

Normal 1,19,341 45,332 1,64,673

DDoS Attack 56,000 37,000 93,000

Total 1,75,431 82,332 2,57,673

In the UNSW-NB15 dataset, the categorical features with nominal data type are the following attributes such as service à
(https, FTP, DNS, ssh…), Protocols à (UDP, TCP, and ICMP), State à (TST, URN, RTA…..). These categorical �elds are
encoded into numerical data types, with each being of unique value such as TST=1, URN=2, RTA=3, and so on. But the
UNSW-NB15 dataset is not ready to �t into the chosen classi�cation models. It contains both quantitative and qualitative
features that may have unwanted and redundant features, which cannot be used for the statistical techniques models.
However, the proposed machine learning techniques use numerical statistics for classifying the given input data that gets
affected by the qualitative attributes present in the data source. The quality of input data plays an essential role in
obtaining a well-trained machine learning model. Hence, data needs to be visualized for its quality and needs to be pre-
processed before training the proposed model; the data should be cleaned and prepared for �tting into the used
classi�cation models. The features in the dataset are visualized for correlation. If any two attributes are highly correlated
to each other, they produce the same effect on the dependent variable. To reduce the unnecessary computation or any
other costs, we can discard one of the two attributes. To perform, we have used matplotlib, pandas packages for plotting
the data correlation. The features are ranked within the [-1, 1] interval as shown in the below �gure-5. The �gure-5 also
shows most of the dataset features that have correlation values in the interval [-0.4, 0.4], which gives us that the attributes
are moderately correlated or have very little correlation. Hence, these features can be used for training the machine
learning classi�ers.

4.1 Performance Metric 

The proposed work uses the performance metrics to assess Signature-based and Anomaly-based detectors
using machine learning techniques to measure the e�ciency. The differing metrics used include precision, accuracy, recall
or detection rate, false-positive rate, F1- score. The assessment of the proposed Intrusion Detection System (IDS) is
assessed based on the following measurement
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i. Accuracy is calculated as the proportion of the adequately classi�ed samples to the total samples. 

ii. Precision is determined as the fraction of true positive samples to predict positive samples. It is the assurance of
detection of a DDOS attack.

iii. Recall is expressed as the fraction of true positive samples to total positive samples and referred to as Detection
Rate (DR) or True Positive Rate (TPR).

iv. False-Positive Rate (FPR) is determined as the percentage of false-positive samples to the positive samples
predicted.

v. F1_Score (F1) is described as the precision and the recall harmonic average.

vi. Area Under the Curve (AUC): The sum of the region under a Receiver Operating Characteristic (ROC) curve, a plot of
the False-Positive Rate in the X-axis and the True-Positive Rate in the Y-axis, presenting the complete performance of
a model.

The above performance measures are obtained from the confusion matrix based on the predicted class calculated versus
the actual class (ground truth). The confusion matrix is the process of presenting the result of binary classi�cation. There
are four possible outcomes as follows based on the two-class nature of the prediction:

True-Positive (TP): Number of Attacks/anomalies that are successfully detected as attacks.

False-Positive (FP): Number of Normal records that are incorrectly classi�ed as attacks.

True-Negative (TN): Number of Normal records that are successfully identi�ed as normal.

False-Negative (FN): Number of Attacks/anomalies that are classi�ed as normal.

In phase one, we evaluated the performance of the experimental results of the Signature-based using Snort IDS. We tested
a total of 82,332 packets of UDP, ICMP and, HTTP Packets. These UDP, ICMP, and HTTP Packets are captured by snort
based on the rules/signatures. These rules/signatures are written DDoS attacks to detect intrusions. All the alerts are
generated from snort IDS that are logged into the output module. All these modules are tested, and results are achieved.

Table-3 Comparison of Performance Metrics using Snort IDS

Proposed Method Measures (%)

Packets ACC DR FPR

Snort IDS 25,000 98.67 88.56 0.7

50,000 98.70  90.72 0.9

82,332 98.17 89.43 1.3

The table-3 shows the signi�cant in Detection Rate 88.56% for 25,000 packets, 90.72% for 50,000 and, 89.43% for 82,332
packets respectively. It can also observed from the table-2 that the proposed IDS provides low false-positive rate 0.7% for
25,000 packets, 0.9% for 50,000 and, 1.3% for 82,332 packets respectively and �nally the proposed IDS achieves high
accuracy 98.67% for 25,000 packets, 98.70% for 50,000 and, 98.17% for 82,332 packets respectively.

Table-4 Comparison of Performance Metrics using Anomaly-based detector
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   Machine Learning Algorithms                                      Measures (%)

ACC PRE DR F1 FPR AUC

DT 93.7 95.0 95.0 95.0 8.9 93.2

NB 76.6 79.1 86.0 82.4 37.9 84.1

SVM 74.1 73.5 65.3 76.2 13.5 78.0

DT+NB 94.2 94.7 95.7 95.2 9.3 98.0

NB+SVM 76.7 75.3 92.4 84.0 54.5 69.8

DT+SVM 94.1 94.7 95.9 95.2 9.4 97.0

DT+NB+SVM 94.3 94.8 96.3 95.5 9.0 98.0

The UNSW-NB15 dataset is divided into training and testing subsets to evaluate each classi�er and Ensemble Method.
Table-4 and �gure-6, Figure-7, and �gure-8 show the DT technique produces a 93.7% accuracy, 95.0% detection rate, and
8.9% FPR, the SVM technique achieves a 74.1% accuracy 65.3% detection rate, and 13.5% FPR. Lastly, the NB technique
achieves an accuracy rate of 76.6 %, 86.0% DR, and 37.9% FPR. When DT and NB techniques are combined with an
accuracy rate of 94.2%, the detection rate of 95.7% and 9.3% FPR are achieved. NB and SVM techniques combined
achieved an accuracy of 76.7 %, 92.4% DR, and 54.5% FPR. Similarly, when DT and SVM techniques are combined with
an accuracy rate of 94.1%, the detection rate is 95.9%, and 9.4% FPR is achieved. The Accuracy and Detection of the
Ensemble method of the three techniques achieve 94.3 % and 96.3%, respectively, while the FPR produced is 9.0%, which
outperforms the DT, NB, and SVM performance techniques. The �gure-6, Figure-7, and �gure-8also shows the the
signi�cant in Detection Rate 88.56% for 25,000 packets, 90.72% for 50,000 and, 89.43% for 82,332 packets respectively. It
can also observed from the table-2 that the proposed IDS provides low false-positive rate 0.7% for 25,000 packets, 0.9%
for 50,000 and, 1.3% for 82,332 packets respectively and �nally the proposed IDS achieves high accuracy 98.67% for
25,000 packets, 98.70% for 50,000 and, 98.17% for 82,332 packets respectively.

The �gure-9 shows the receiver operating characteristic (ROC) curves; it is observed that the AUC score of Naive-Bayes is
0.841, and the Decision Tree has a 0.934 AUC score. The AUC score of the Support vector machine is 0.798. The AUC
score of the proposed ensemble approach is 0.977, which shows this result proves the effectiveness of our proposed
detection mechanism.

5. Conclusions
When Internet use is rising rapidly, the probability of attack in that ratio is also increasing. Botnets are one of the most
signi�cant threats to cybersecurity that companies face today. In this work, this proposed work is deployed using two IDS
methods in a two-staged manner. This proposed work is deployed using two IDS methods in a two-staged manner. First,
we modeled a Signature-Based Detector against DDOS attack for providing a better detection rate, early detection of
known and low false-positive rates. Next, we modeled an Anomaly-Based Detector against DDOS attacks to achieve low
false alarm rates, improved accuracy levels, and detected botnet and unknown attacks using the Machine Learning-based
ensemble technique. We further evaluated the performance of each classi�er. We combined these three classi�ers in
different combinations, and the Adaptive Boosting ensemble technique was applied. We tested the performance of the
proposed framework using the UNSW-NB15 dataset by visualizing the relation between features in the data source by
applying the Correlation Coe�cient to remove redundant features. The proposed methodology is evaluated based on
Detection rate, false-positive rate, accuracy, and AUC scores. Our results showed the proposed framework is better when
compared to the results obtained from individual classi�ers. 
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Figures

Figure 1

Botnet Attack Scenario
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Figure 2

Proposed Architecture of Hybrid based Intrusion Detection System

Figure 3

Ensemble Machine Learning Technique
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Figure 4

Iterations in Adaptive Boosting

Figure 5

Correlation Coe�cient of features



Page 16/17

Figure 6

False-Positive Rate using Hybrid IDS

Figure 7

Detection Rate using Hybrid IDS
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Figure 8

Accuracy using Hybrid IDS

Figure 9

ROC Curves and AUC scores of Proposed Anomaly-based detector


