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INTRODUCTION 

Quantum key distribution (QKD) is a family of protocols that can 

provide information-theoretic security to share keys between two 

distant parties1–3. In addition to mature fibre-based QKD 

approaches, free-space QKD has progressed out of laboratories 

into real-world scenarios4–7. Several pioneering experiments8-11, 

such as the Chinese Quantum Experiments at Space Scale (QUESS) 

missions contributing to full in-orbit demonstrations of satellite-

based QKD approaches, provide the most feasible option for 

achieving an ultralong-distance QKD with current technology. Very 

recently, by integrating fibre and free-space QKD links, a space-to-

ground QKD network has been successfully extended to a distant 

optical ground station (OGS) site, up to a total distance of 4,600 

kilometres, which sparked worldwide interest in the design of 

future global quantum networks12. 

In such an integrated space-to-ground network, fibre-based 

trusted nodes have been built to extend these limited point-to-

point QKD distances from one backbone node to another but are in 

fixed locations that could be subject to constant surveillance and 

probes13. To remove these fibre-channel risks, one could consider a 

hypothetical but possible network (illustrated in Fig. 1) adapted 

from the paradigm, consisting of a space-based mobile platform 

(i.e., Micius) and selected cities with OGSs (i.e., the built and 

planned backbone nodes for the future national network). Here, 

Micius, operates as either a ‘trusted node’ or an ‘untrusted node’ 
and directly mediates the distribution of secure encryption keys 

pairwise between these cities. The remarkable fact that an 

‘untrusted node’ configuration, such as the implemented 

entanglement-based QKD11 or a future space-based measurement 

device-independent (MDI)14 QKD, is more secure but feasible only 

when both OGSs are within the satellite coverage simultaneously. 

Moreover, although a constellation of satellites that provides a 

continuous, on-demand entanglement distribution service to cities 

appears to be viable in the future, the limitation of orbit resources 

and the costs of construction should be considered before wide 

deployment15,16. Instead, in the current ‘trusted node’ configuration, 
Micius carries out QKD operations with distinct OGSs to establish 

independent keys with each of them and subsequently broadcasts 

the XOR hash17 of both delivered keys over a public channel, thus 

allowing any two cities to have a shared key. Therefore, encrypted 

communication in such a possible network could be implemented 

without the need for fibre-based relays. 

However, one major challenging bottleneck in putting the 

network into extensive use is that satellite-based QKD has not been 

efficient enough to support one-time-pad encryption. In seeking a 

higher key rate, there have been proposals for free-space 

continuous-variable (CV) QKD18 and asymmetric MDI-QKD19, 

whereas directly applying these modifications to the space 

environment is difficult and yet to be achieved. Additionally, the 

loss of uplink is more severe than that of downlink due to 

atmospheric properties20,21; for example, turbulence may cause the 

optical beam to wander, which results in a more complicated 

situation in the two arms of MDI-QKD. Another way to improve the 

key rate is to raise the technical realization level of space-based 

QKD systems. It is suggested that a state-of-the-art transmission 

system installed in a geosynchronous orbit (GEO) satellite could be 

employed to run 24-hour QKD22. Unfortunately, the yields of long-

term satellite-based QKD in the daytime are unclear due to cyclical 

changes in solar radiation23. Moreover, improving the experimental 

settings (e.g., employing a larger lens or a more efficient detector) 
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is regarded as beneficial for a higher performance, while from a 

system engineering perspective, a trade-off in determining the 

space-qualified parameters exists24. 

The other approach is to consider a delay in the delivery of final 

keys in practice. It was shown in ref. 12 that raw keys downloaded 

from a satellite can first be stored in a buffer of the OGS and then 

used for postprocessing after enough have been collected. At 

present, symmetric key encryption methods such as the Advanced 

Encryption Standard (AES) are thought to provide ‘quantum 
security’ in the foreseeable future. Where high levels of security are 
required, a full one-time-pad protocol can be employed where the 

key size is at least as large as the entire message to be securely 

transmitted. Like the previous works 12,25, we there considered the 

AES-256 protocol that refreshes the 256-bit final keys every second 

to share private randomness. Thus, this approach provides an 

efficient method to achieve encryption and has been adopted in 

existing QKD networks26-28. However, the aforementioned works 

have been confined to the in-orbit analysis of protocols involving a 

satellite and one or two OGSs, lacking consideration of the 

promotion of key generation through satellite applications. 

Recently, the authors of ref. 29 elegantly extended the idea of 

scheduling radio downlinks in Earth observation missions to the 

scenario of satellite-to-ground QKD. By modelling several realistic 

constraints of space environments, they proposed a formulation to 

schedule an optical downlink from one satellite to the cities, 

allocating suitable time to download the number of final keys. 

Nevertheless, for the given example of a small-scale network 

scenario, this shows neither the advantage of employing space-

based QKD in a long-distance transmission nor a comparative study 

with different schedule strategies. In addition, note that the view 

periods of OGSs have variable durations that depend on the 

geometry of the orbit relative to the OGS. Therefore, modelling 

incorporating simple circular orbital propagation needs to be 

modified to close the gap between theory and practice. 

In this work, we follow the method of delaying key delivery to 

address the problem of encryption needs in future large-scale QKD 

networks. The critical ingredient of the implementation is an 

improvement in the final key rates by considering a sequence of key 

delivery missions that the satellite should execute, i.e., a schedule 

that could be designed by a prior comparison of the results of all 

possible satellite operations. For this purpose, we develop a 

comprehensive framework integrated with our designed orbital 

modelling21 and a cloud statistics model based on Himawari-8 data 

statistics30. Using this framework, we consider three different 

scheduling strategies and estimate the keys that it is possible to 

deliver to cities. Assigning weights to the cities to quantify the 

individual needs, we modify the genetic algorithm (GA) 31 to 

perform the optimizations. With Kullback–Leibler (KL) divergence32, 

which progressively tightens the match between the resulting key 

distribution and the expectations, we find that the strategy of 

 
Fig. 1 An illustration of a hypothetical but possible network adapted from the integrated space-to-ground network reported in ref. 12. The 

network consists of a space-based mobile platform (i.e., Micius) and 11 selected cities of China with OGSs: Urumqi, Lhasa, Xi’an, Chengdu, 
Shenyang, Beijing, Jinan, Hefei, Wuhan, Shanghai, and Guangzhou. Considering that the simulation results can help in future in-orbit 

operations, the actual longitude-latitude-altitude (LLA) data of cities are considered in the scenario, as well as Micius orbit elements (see the 

embedded table) updated by two-line element (TLE) datasets. Here, the encrypted communication in such a network is assisted by several 

backbone fibre links (yellow lines), using the satellite as the only trusted relay. In particular, the satellite carries out QKD operations with 

distinct OGSs to establish independent keys with each of them, and it subsequently broadcasts the XOR hash of both keys over a public 

channel, allowing any two nodes to have a shared key. Since no fibre-based QKD exists in such a large-scale encrypted communication 

network, there is an urgent need to address the design of the scheduling strategy of satellite-based QKD for these cities. 



pursuing a distribution of final keys delivered that is coincident with 

that of the data traffic guarantees the individual needs, further 

promoting the utilization of the delivered keys. We also provide a 

comparison of the total number of keys delivered by satellites with 

different-altitude orbits, which could support decisions involving 

the orbital selection of future quantum satellites. 

 

RESULTS 

Integrating precise orbit modelling and a cloud statistics model to 

provide a preassessment framework for satellite-based QKD 

applications. Scheduling the QKD downlink from a satellite to the 

cities requires a prior comparison of the expected results of all 

possible satellite operations to design a sequence of missions that 

a satellite should execute, ultimately achieving the best 

performance of the network, measured in terms of keys delivered. 

What makes satellite applications unique are the time-varying 

properties of the satellite-to-ground transmission channel, which 

are critical for the formulation of the optimization problem of 

scheduling a downlink with the constraints. Thus, a comprehensive 

modelling framework considering optical beam propagation and 

(a) (d) 

  

(b)                                                                                                                                        (c) 

   
Fig. 2 Results of the framework in the modelling of satellite-to-ground QKD operations during the week of the 19th September, 2016. a. 

Illustration of the timeline, where the cities that can access Micius in each interval (10 seconds) are labelled with different colours. b Variations 

in the total loss budget during a common-visible interval of the cities Wuhan, Chengdu, and Xi’an. c The map of the cloud distribution over 

China on Sep 23 2016, 16:32:40 UTC, which was obtained from the Himawari-8 datasets. The cloud cover statistics for each city were encoded 

as integer values ranging from 0 to 150. Specifically, the values 0 and 150 correspond to sunny and heavy clouds, respectively. For more 

details, see the Methods. d The expected results of the final keys delivered to the cities on different days of the week. For comparison, the 

sending intensities are the same as those reported in ref. 12, where μ = 0.5, ν = 0.08 and ω = 0, respectively. The source repetition rate s
M  is 

assumed to be 200 MHz, and the other parameters are listed in Table 2. 



the satellite orbit will be necessary to minimize gaps in reality. For 

this, our proposed framework is integrated with the AGI System 

Toolkit's modelling capabilities, which is achieved by our secondary 

development of the tool using the code involved. Here, one of the 

advantages is that the orbital elements of a given satellite could be 

periodically updated at each time step to cover the orbital drift. As 

such, the reports of a specific scenario regarding visibility, relative 

elevation angles and the distance from a satellite to a city are more 

precise than those obtained from naive circular orbit modelling. 

In this work, the week of 19th September, 2016, in Universal 

Time Coordinated (UTC) format is taken as an example time period 

to demonstrate a course of Micius flying across cities in China. We 

simulated the satellite operations under the specific scenario 

associated with the TLE dataset (see Data Availability) and the 

experimental settings and estimated the intervals available for 

access. As depicted in Fig. 2a, the available intervals are separated 

into two or three durations in the umbra of the sun due to the sun-

synchronous orbit cycle. Consistently, within the total of 30 mins 

available for performing satellite-to-ground QKD per day, cities 

dispersed in western China, such as Lhasa and Urumqi, could 

immediately access Micius since they seldom shared their visible 

windows with other cities. For cities densely distributed in eastern 

China, preadoption of an appropriate schedule could achieve a 

reduction the time spent on the handoff resulting from random 

access.  

Although the available intervals are predictable with orbital 

dynamics, days with severe transmission disturbance resulting 

from cloudy weather are often excluded from the design of QKD 

missions. Given that predictions of the link budget, such as the 

proposals of Pirandola33 or Villoresi34, are based on the generalized 

modelling of various effects, including geometric loss, turbulent 

disturbance, and atmospheric loss, we modified the modelling 

calculation by incorporating cloud statistical information and 

estimated the weather-induced attenuation. Quantitative images 

of the cloud cover and resulting link budget are illustrated in Fig. 2b 

and 2c. Notably, the cities of Xi’an and Chengdu on the 23rd 

suffered from a serious obstruction, and the total budgets in the 

worst case reached 37.6 dB and 33.8 dB, where the effect of clouds 

accounted for approximately 4.7 dB and 2.1 dB, respectively. This 

extra loss will be detrimental to the efficiency in receiving the 

photons. 

To address this issue, by using the results to estimate the 

key generation rate per time step, we can obtain the possible 

final keys delivered during an arbitrary interval. For simplicity, 

the estimation of key rate with Gottesman–Lo–Lütkenhaus–
Preskill (GLLP) security35 is calculated in the asymptotic case. 

The expected number of keys delivered to the cities on 

different days of the week is shown in Fig. 2d. As a 

demonstration, the cities of Xi’an and Chengdu on the 24th 
have no keys generated, whereas thin clouds over the city of 

Wuhan promote more final keys to be delivered within the 

same visible window, which indicates that the situation in 

which clouds prevent the delivery of raw keys could be 

mitigated through a flexible schedule. See the “Methods” 
section for a full description of our framework. In conclusion, 

not only could our framework be used as a function to 

further formulate optimization problems but also these 

assessments related to satellite-to-ground transmissions 

could be used to obtain a universal design in a future 

quantum space-based network. 

Targeted delivery guarantees the individual needs, further 

promoting the utilization of delivered keys. The previous section 

implies that employing a schedule in the network improves the 

performance in terms of the number of keys delivered, but the 

question still remains whether performing scheduling from one 

satellite to cities in the network can meet their different encryption 

needs. To answer this question, we considered that cities are 

assigned normalized weights whose values are proportional to a 

possible network traffic distribution (i.e., data traffic between a city 

and all other cities relative to the sum of that in the network). After 

the key downloaded throughout last week is used, each party 

would remove the delivered key from its trusted key store due to 

the security requirement that a key cannot be reused. Aiming to 

maximize the total number of final keys while preserving individual 

needs, we then adopted different scheduling strategies to deliver 

keys, including (1) general delivery to the cities without considering 

the weights (S-GD), pursing only the maximization of the total final 

keys; (2) prioritized delivery to cities with higher weights (S-PD), 

ensuring that high-priority tasks are completed first; (3) targeted 

delivery to cities with distinct weights (S-TD), making the 

proportions coincident with the network traffic distribution. All 

these strategies are achieved by using our modified algorithms, 

which will be introduced later. 

Fig. 3a shows the resulting final keys delivered under each 

strategy for the different cities. The observations made from the 

results are as follows: 

(1) Employing S-GD unsurprisingly improved the total number of 

final keys beyond that achieved with S-PD or S-TD. Moreover, as a 

demonstration of the 7,468 kbits delivered to the city of Urumqi, it 

even embodied the same final keys as that of the fibre-based QKD 

that relayed at least 5 ideal nodes to the city of Xi’an (see Fig. 3b). 
However, as shown in Fig. 3d, there is a great difference between 

the delivered proportion distribution and the expected distribution 

according to the weights. In fact, the communication between two 

cities is encrypted by the shared key, which is from the XOR hash of 

the final keys of a specific city and any destination cities. In other 

words, the utilization of the delivered final keys is the proportion of 

the resulting number of shared keys determined by a network 

traffic distribution to that of the final keys. Consider that their one-

week availability, though more final keys were delivered to the 

Urumqi city or the Lhasa city, delivering final keys that exceeds the 

individual needs has no substantial improvement on the utilization 

of keys. 

(2) Employing S-PD promoted more final keys being delivered to 

higher-weighted cities, while the keys could not be promised to be 

delivered to lower-priority cities. For instance, for the city of 

Shanghai, the number of final keys delivered by S-PD was 8,332 

kbits, achieving a 2,551 kbit gain against S-GD, while no keys were 

delivered to the cities of Hefei and Jinan. This is due to the iteration 



of finding an optimal solution. Specifically, cities with a lower 

priority, such as Hefei and Jinan, are rarely chosen in cases where a 

higher-priority city can communicate at the same time. On the 

other hand, the total number of final keys delivered under S-PD is 

lower than that under S-GD since a city under the chosen priority 

level is usually suboptimal in terms of the link loss budget. 

Therefore, S-PD may be more suitable for different levels of 

encryption missions. 

(3) In contrast, adoption of S-TD not only achieves a flexible 

schedule to improve the number of final keys delivered but also 

makes the delivery distribution coincident with the expectation to 

guarantee individual needs. In Fig. 3d, we further verify the 

superiority of S-TD by conducting a comparison of the iteration 

procedure. In the iterative optimization based on the idea of the 

genetic algorithm, we introduce KL divergence to characterize the 

degree of matching between the distribution of the delivered final 

keys and the traffic distribution, which can be represented by32 

1

( )
( ) log

( )

N
n

KL n

n n

p x
D p x

q x=

 
=  

 
                          (1) 

Here, N is the number of cities,  ( ) 
n

p x  is the proportion of the 

number of final keys delivered to city   i  to all that of all cities. 

 ( )
n

q x  is the value of the normalized weight assigned to city i . 

That is, if two distributions match perfectly,  =0 
KL

D ; otherwise, 

this variable takes values between 0 and  inf . The lower the KL 

divergence value is, the better matched the distribution of the 

delivered keys is to the traffic distribution. 

When pursuing a higher number of final keys, the KL divergence 

inevitably increases under S-GD and S-PD, which causes a 

distribution mismatch, resulting in a lower utilization in practice. 

Clearly, although the promotion of the total number of final keys 

delivered under S-TD is lower than the others, the lowest KL 

divergence indicates the best performance in preserving individual 

needs. Specifically, the KL divergence under S-TD finally reached 

9.7x10-2. Note that a higher degree of matching could be achieved 

with a finer time step in the time discretization model. From the 

perspective of practical design, this is also feasible scheduling to 

avoid inefficient work by a spacecraft with limited coverage time. 

Moreover, by introducing KL divergence in such iterations, the idea 

of adopting general divergence-based deep learning algorithms37 is 

used to efficiently solve the optimization problems of a network of 

many ground nodes. The above results validate that scheduling 

under S-TD has great potential to guarantee individual needs, 

further promoting the utilization of the delivered final keys. 

 

Fig. 3 Comparison of the delivery of the final keys under different scheduling strategies. a. The number of final keys delivered to the cities 

under different strategies: pursuing a distribution of final keys delivered that is consistent with that of the data traffic (dark green); prioritized 

delivery to higher-weighted cities (light green); pursuing only the maximization of the total number of final keys (yellow). b. A comparison 

between the total final-key bits in the week and the bits of the fibre-based quantum repeater schemes, where the key rate by fibre-based 

QKD with repG  ideal relay nodes is given by the PLOB bound 
1rep

fib 2 fiblog (1 )repG
R += − − 36. c. Comparison of the KL divergence and total final keys for 

the three different strategies in the iteration procedure. d. Comparison of the delivered proportion distributions. For convenience, the values 

of the assigned weights are temporarily proportional to the population in each city. These values could also be modified by a practical network 

traffic statistic. 



The scenario in which low-Earth orbit (LEO) satellites are deployed 

is more suitable for performing scheduling. Despite the promising 

results of the proposed scheduling under the current experimental 

settings of Micius satellite, we also seek to explore the possibility of 

using a satellite with different orbits to perform the proposed 

schedule in a future network. However, it has been reported that 

space-based QKD by medium-Earth orbit (MEO) or GEO satellites is 

difficult to achieve, at least under the current parameter settings in 

ref. 12. To show the benefits of scheduling under S-TD more 

intuitively, we adopt the suggested parameters, in which the 

divergence angle of the satellite-based transmitting telescope is 

assumed to be a set of fixed values of 1, 3, 5 and 10 𝜇rad and the 

diameter of the ground-based receiving telescope is assumed to be 

2 m. For comparison, the other parameters remain unchanged. We 

include the following orbit types for Micius in the simulation: (1) the 

initial orbit of Micius, i.e., an altitude of approximately 500 km, 

denoted as LEO; (2) orbit altitudes of approximately 2,500 km and 

5,000 km, denoted as MEO1 and MEO2, respectively; and (3) orbit 

altitudes of approximately 35,863 km, denoted as GEO, where the 

Right Ascension of Ascending Node (RAAN) of the GEO satellite is 

chosen as 50.0591 degrees for full coverage of all the cities. Similarly, 

for all orbit types, the other orbital parameters are consistent with 

those of Micius. Here, the length of the duration available and the 

variations in the link budget in the implementations of space-based 

QKD are first investigated, where the results for the week are 

exhibited in Table 1. We can see that for a GEO satellite, the 

minutes of satellite availability during local night time is increased 

to approximately 358,700 s (99 h 25 mins), which is longer than that 

at LEO (204 mins), MEO1 (12 h 36 mins), and MEO2 (22 h 45 mins). 

However, for all the divergence angles we consider, the link 

budgets from the GEO satellite to all these cities exceeded the 

maximal tolerable budget (approximately 35 dB in a recent 

experiment12) that can generate a secure key. This implies that 

scheduling appears to be difficult when the transmissions from the 

GEO satellite to these cities face severe geometric losses, since 

there are few feasible alternatives even within a long duration. 

Fortunately, as the orbit altitude decreases, the link budget from 

MEO2 to the cities at a loss of less than 35 dB is possible for a 

divergence angle lower than 5 𝜇rad. 

We now predict the total final keys delivered separately under 

the same S-TD scheduling strategy. By setting the threshold of KL 

divergence to the same value of 0.01, we can further compare the 

 
Fig. 4 Comparison of the total number of final keys delivered under 

different satellite altitudes and divergence angles. The final keys 

for Micius satellite with an orbit altitude of 500 km (blue), 2,500 km 

(cyan) and 5,000 km (green) and different values of the divergence 

angle, 1, 3, 5 and 10 𝜇rad, are shown. For comparison, the resulting 

keys are obtained under the S-TD strategy, where the KL 

divergences of the delivery distributions are lower than 0.01. 

 



results for the satellite at different orbits and divergence angles. 

Considering that no secure key could be generated in the case 

where the channel from the satellite at GEO to the ground suffers 

serious attenuation, we show only the resulting keys for the 

satellites at LEO, MEO1 and MEO2 in Fig. 4. For the satellite with a 

divergence angle of 10 𝜇rad, the final keys delivered from MEO1 

are significantly fewer than those delivered from LEO1. This is 

because the delivery distribution must be lower than the threshold 

of KL divergence, even in the case where some cities have high 

budgets. For the satellite at MEO2, there is similar performance, 

which restricts the yields.  

Another observation obtained from the results is that with the 

increase of the orbit altitude, the total number of delivered keys 

decreases. Indeed, choosing a satellite at a higher orbit altitude can 

effectively increase the duration but can also introduce a greater 

budget because of the increase in the received beam width. 

Specifically, for divergence angles of 3, 5, and 10 𝜇 rad, the link 

budget of the satellite at MEO2 is generally lower by more than one 

and two orders of magnitude than those of the satellite at MEO1 

and at LEO, respectively. Therefore, the key generation rates 

calculated by the GLLP are also decreased by the corresponding 

orders of magnitude. The duration available for access to the 

satellite at MEO2 increased by only 4 and 8 compared to those at 

MEO1 and LEO. Therefore, in terms of the total number of keys 

delivered, the negative effect of the increased link loss is greater 

than the positive effect of the extended duration. Remarkably, by 

increasing the aperture of the transmitting telescope to decrease 

the diffraction-limited induced divergence angle to 1 𝜇rad, a slight 

increase in the geometric loss (see Fig. 5) can mitigate the total link 

budget when the satellite orbit altitudes increase, whereas the 

current manufacturing technologies, along with the in-orbit load 

limits, make implementation of this strategy challenging in practice. 

Contrary to expectations of an improvement in the total number of 

keys delivered by an increase in orbit altitude to increase the 

available duration, these results verify that the plans for 

constructing a LEO satellite constellation38 are more efficient than 

those for employing an expensive high-orbit satellite even with a 

payload allowing for larger optics. 

 

DISCUSSION 

In this paper, we explored the possibility of scheduling a satellite 

for QKD in an integrated space-to-ground network without fibre-

based relays. Adapted from an existing paradigm, the hypothetical 

but possible network consists of Micius satellite and the 11 main 

cities of China. To design a sequence of missions that the satellite 

needs to execute, a comprehensive framework integrated with 

precise orbital modelling and a cloud model based on Himawari-8 

data statistics was proposed to enable an accurate preassessment 

of satellite-based QKD applications. By formulating a problem that 

considers both the individual needs of cities and a target of 

maximizing the number of final keys delivered, we designed three 

different optimization methods to find the optimal solution for 

different scheduling strategies. With a set of defined weights for the 

cities based on an assumed traffic distribution, along with a 

scheduling strategy, i.e., S-PD, to prioritize delivery to cities with 

higher weight, more keys are significantly promoted for delivery 

with a high priority. Additionally, with a general scheduling strategy 

(S-GD) to maximize the total number of final keys, it is possible to 

obtain 7,468 kbits delivered to the city of Urumqi in a week, which 

represents the same final key rate as that of the fibre-based QKD 

relayed by at least 5 ideal nodes to a separation of 2,115 km from 

Xi’an. 
However, satellite-based QKD operating under these two 

scheduling strategies can in certain cases outperform fibre-based 

QKD with relays, with the drawbacks that a difference between the 

delivered distribution and the expected distribution emerges and 

that the mismatch limits the XOR hash operations and thus reduces 

the utilization of the delivered final keys. To address this, we 

considered the S-TD strategy and introduced KL divergence to the 

algorithm to make the delivery distribution coincident with the 

expectation. As a result, we found that the benefits of the S-TD 

strategy are apparent in terms of ensuring individual needs and 

even promoting the utilization of the delivered keys in practical use. 

Finally, we explored the possibility of using satellites with different 

orbits to perform the proposed schedule. Contrary to expectations 

of an improvement in the total number of keys delivered by an 

increase in orbit altitude to increase the available duration, the 

results demonstrated that mitigating the geometric loss is the first 

consideration in future selection of the satellite orbit. In summary, 

constructing a LEO quantum satellite constellation to exploit the 

potential of applications is the best strategy that can be expected. 

There is no denying that a satellite operating as the ‘trusted node’ 
to distribute keys will be replaced as an ‘untrusted node’ in the near 

future, especially with the decreasing loss budget of uplink [22] and 

the improving fidelity of entanglement sources. Nonetheless, once 

the schedules are employed, the current configuration could show 

higher flexibility than the entanglement-based QKD scheme 

because the latter requires that the two downlinks are feasible at 

the same time. Moreover, a network traffic graph is also needed to 

distribute the pairwise keys when employing entanglement-based 

 
Fig. 5 Geometric loss vs. satellite altitude. Trend of the geometric 

loss as a function of the satellite altitude for several values of the 

divergence angle. 



QKD. Notably, these two schemes, in fact, are not in conflict and 

should be integrated together for different encryption tasks. This 

allows us to make full use of the limited time to distribute more keys. 

Given the increasingly complex situation, satellite applications such 

as schedule design are urgently needed. Conveniently, our 

proposed framework may be used to explore this issue in future 

work. In summary, our work not only provides a practical solution 

to achieve network encryption without the need for fibre-based 

relays but can also be used as a pathfinder to support decisions 

involved in the selection of future quantum communication. 

 

METHODS 

In this section, we first introduce the framework given in the main 

text; then, we discuss how to formulate the satellite-based QKD 

scheduling problem. More specifically, scenario modelling and link 

budget modelling are key components in the framework, which lays 

the groundwork for scheduling optimization by providing the key 

rate estimation. 

Space-based QKD modelling framework 

We now discuss the components in the space-based QKD modelling 

framework, including scenario modelling, link budget modelling and 

the estimation of the transferred final keys. Figure 6 illustrates the 

individual components and how the components interact. The 

details of each component are given below. 

Scenario modelling. The time-varying scenario constraints due to 

satellite movement can be predicted with orbital dynamics. 

Specifically, by using the involved ephemeris data of the simulation 

time ranging from a start date to an end date, the orbital elements 

of the satellite are periodically updated in modelling, thus covering 

orbital drift cases. With the latitude-longitude-altitude (LLA) of the 

specific cities, we directly obtain the report of a specific scenario 
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Fig. 6. The framework for modelling space-based QKD. First, based on the data file format referred to as TLE sets, an exact orbital element 

of a specific satellite together with practical geographic locations of a given city can be used as inputs to determine the visibility, elevation 

angle and relative distance. Then, the link budget is estimated by combining the QKD experimental transceiver parameters and cloud cover 

statistics involving three procedures relevant for optical signal attenuation: sending, transmission, and receiving in the satellite-based QKD 

system. Using a general decoy-state QKD method to estimate the key generation rate per second, the total final keys in a determined interval 

can be calculated as their sum. 



concerning visibility, relative elevation angle and distance from a 

satellite to the destination. Subsequently, the available intervals 

can be defined as the times at which the satellite is in the darkness 

of night time and the elevation angle between the satellite and a 

city is greater than or equal to 10 degrees. Last, the elevation angle 

together with the relative distance from the satellite to a given city 

will be passed to be used as an input for the subsequent link budget 

modelling. 

Loss budget modelling. For the satellite-based QKD experimental 

configuration shown in Fig. 6, the optical power launched from the 

transmitter is affected by various factors until it is finally detected 

at the receiver. The prediction of the geometric loss owing to the 

beam takes the divergence angle, the link distance, and the receiver 

lens aperture size as inputs, and it scales as the inverse square of 

the propagation distance, with the final beam width typically being 

several times larger than the diameter of the receiving telescope. 

Consequently, the geometric loss   
G

  can be expressed as 
2

2
1 exp

2

r
G

r

D


 

 = − − 
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2
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                                    (2) 

where r
  is the final beam width,  

r
D  is the receiver lens aperture, 

    is the divergence angle,     is the wavelength and  L  denotes 

the link length. On the other hand, because the optical beam 

propagates through the atmosphere in downlinks, beam spreading 

leads to a less significant pointing loss p
  compared to the uplink. 

However, aerosols that absorb or scatter light are present 

throughout the atmosphere, particularly in clouds. As a 

consequence, days with heavy cloud cover are often excluded from 

the design of QKD missions. We focused our analysis on cloud 

disturbance in the presence of cloud thickness. To evaluate the 

contribution of this factor, the historical cloud statistics were 

obtained from Himawari-8, where the cloud cover for each city was 

encoded as an integer value ranging from 0 to 150. Note that the 

cloud cover used can be updated every ten minutes, and thus, the 

atmospheric transmittance model can be modified by

,0

150
 csc , 0 150

150
A A

 −
 =    , where    is the elevation and ,0  

A
  is 

the sea-level extinction coefficient, which are typically 0.5 and 0.22 

for 808 nm and 1550 nm, respectively39. The system loss resulting 

from coupling operation inefficiencies c
  and nonideal detection 

efficiency d
  depends greatly on the design specifications and is 

specified by the manufacturers. For convenience of analysis, we 

replicate the specific experimental values (see Table 2) reported in 

12. To summarize, we calculate the link budget within the available 

intervals separately for each step and export these values for key 

rate estimation.  

Estimation of the transferred final keys. Here, we present a general 

procedure for estimating the final keys transferred over an available 

interval. The polarization-encoded decoy-state BB84 protocol for 

the implementation of space-based QKD is used. The standard 

channel model40 using a known transmittance is employed to 

estimate the gain  Q  and quantum bit error rate (QBER) E  for all 

the photon number components. Using the GLLP security analysis, 

the key generation rate in the asymptotic case is given by41 

( ) ( ) ( ) GLLP 2 1 2 11eR q f E Q h E Q h e  = − + −                   (3) 

where  q  depends on the implementation (1/2 for the BB84 

protocol because half of the time, Alice and Bob disagree with the 

bases, and if one uses the efficient BB84 protocol, 1q  ),  
e

f  is the 

error correction inefficiency function,    is the intensity of the 

signal state and 2  h  is the binary entropy function. 1  Q and 1  e  are 

the gain and error rate of the single photon states estimated using 

decoy-state theory, respectively. Therefore, the total final keys over 

the interval from a start time a  to an end time b  can be calculated 

as the sum of the rates per second, 

, [ ( )]
=

=
b

a b GLLP i

i a

K R t                                   (4) 

where  ( ) 
i

t  is the link budget at time  
i

t . 

Scheduling optimization 

Problem formulation. The scheduling problem formulation 

allocates the time for delivering final keys to a given ground station. 

Before formally introducing the problem, we repeat some 

fundamental definitions that will be used. For simplicity, let the 

simulation period   T  be divided into intervals as in Fig. 2a, where 

the intervals have the same length of 10 s. Here, we denote the 

number of intervals as  M . Without loss of generality,   M  could 

be a variable value based on the length of the simulation period. 

Thus,   n

m
K  represents the number of final keys that could be sent 

to cities  [1,...., ]n N  during an arbitrary interval  [1,..., ]m M . Note 

that all physical constraints are handled in the definition of  n

m
K . For 

instance, in the interval   m  when the OGS located in each city   n  

is in the darkness of night time or the elevation angle between the 

satellite and the OGS is smaller than 10 degrees,   n

m
K  will return 0. 

Moreover, considering the time spent switching between 

consecutive deliveries from one city to another, we add an interval 

to represent the switch before the next access, which can be 

expressed as: 

0
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1
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, [1,..., ], [1,..., ]n N m M                      (5) 

 



where the binary variable   n

m
x  describes whether interval   m  is 

assigned to city  n . In constraint (5), the first inequality implies that 

at every time in the simulation period, at most one city can be 

assigned. The second inequality ensures that the required switching 

period 
0  
m

x  before a handoff to other cities is considered. That is, 

if interval 1 m+  is assigned to a city, then either the preceding 

interval   m  should be scheduled for the same transmission or the 

requested switch 
0  
m

x  should be performed at interval  m . 

With the above constraints, we formally define the optimization 

problem. Our goal in optimization is to find the optimal schedule 

that maximizes the total number of final keys under the different 

strategies involving (1) S-GD; (2) S-PD; and (3) S-TD. For this purpose, 

the general problem for these strategies can be formulated as: 
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where   T

n
E  is the number of final keys delivered to city   n  over the 

simulation period  T , which is the product of the number of final 

keys and the resulting binary variable  n

m
x . 

Algorithm statement. To obtain optimal solutions in the different 

strategies, we performed optimization based on the logical rule of 

the GA. In general, exploration of the search space is assured by the 

crossover- and mutation-driven recombination of solutions, 

whereas the fitness-based selection ensures the property of 

convergence. In this case, we start with a population of randomly 

generated individuals. For S-GD, we consider the cost function to be 

only sum of the final keys, which is calculated as 
1

 Fitness( )=
N T

nn
I E

= . 

Thus, we solve the problem by finding the maxima (i.e., the 

maximum fitness levels). For S-PD, the cost function is modified to 

1
 Fitness( )=

N T

n nn
I E w

= , where   
n

w  is the weight assigned to city  n . 

Similarly, this allows the iterative process to tend towards higher-

priority cities when searching for higher fitness. For S-TD, in 

addition to finding higher-fitness individuals by the same cost 

function used in S-GD, we compare the KL divergence of these 

individuals after every fitness-based selection, which is calculated 

by Formula (1), in which the relatively lower-value solutions are 

more likely to be chosen as a subset of the new population. Hence, 

with different modifications of the GA, solving the problems of 

maximizing the total number of final keys under different strategies 

can be achieved. Code snippets of the above methods are 

illustrated in Algorithms 1–3.  
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